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Editorial

Can trade fairs return to their
former strength?

In 2022 - after the two Corona years -
it became apparent that our society
and economy had suffered from the
effects of the pandemic. And this de-
velopment did not simply pass the se-
curity industry by. In spring, companies
tentatively opened their doors again
and resumed normal business activi-
ties. It quickly became clear that the
shortage of skilled workers and labour
also had a decisive impact on our sec-
tor.

Nevertheless, the worldwide epidemic
has also had a decisive impact on se-
curity companies: the degree of digi-
talisation has at least increased in
corporate communication - in external
communication and in internal dia-
logue. Video conferences via Zoom
and other solutions are now integra-
ted into the daily routine in the com-
pany, save costs and enable a more
intensive exchange of opinions. And
yet, all market players were happy
when events such as trade fairs and
conferences were also on the agenda
with the opening. Everyone was happy
to again cultivate business relations-
hips and develop projects in personal
exchange.

The trade fairs, which had been so suc-
cessful in the past, at which the com-
panies of the security industry
exhibited, had not yet found their way
back to their old strength, and the glo-
bal context in which the German se-
curity companies had previously
operated also suffered considerably.
The trade fair events no longer reflec-
ted the international security industry
and were fragmented. Let's hope that

the coming year will bring more suc-
cess. But the chances are good.

This is how the new year starts with
Perimeter Protection 2023. Messe
Niirnberg, as the organiser, is reporting
a record number of exhibitors and is
now naturally also hoping for corre-
sponding visitor numbers. After all, the
range on offer at the Nuremberg Exhi-
bition Centre takes into account the
top themes of those responsible for se-
curity in Germany. Thus, the focus is
not only on mechanical and electronic
property security. Intelligent, Al-based
video technology or security services
such as drone protection are also on
the agenda. This is a response to the
demand for better protection of critical
infrastructures (CRITIS), but also for se-
curity solutions for the private sector.
Other important trade fairs also take
place in Nuremberg. What would the
German security industry be without
Feuertrutz or it-sa, which are key
events for the industry?

Other fairs, such as SicherheitsExpo in
Munich, have to prove themselves
again this year. After a change of
ownership and a slight market fatigue,
new accents must be set this year to
build on the successful pre-Corona pe-
riod.

PMRExpo is also facing a new begin-
ning this year. The trade fair, which
was previously only held at the exhi-
bition centre in Cologne under a dif-
ferent organisation, will in future also
be planned and carried out by the
management of KélnMesse. A look
into the future is also interesting for

this special trade fair. This trade fair,
which is limited to control centres
and communication, could receive a
growth impulse by expanding the to-
pics on the basis of the technologies
presented here.

Control centres are the basis for a
multitude of project solutions in the
modern digital world. Thus, the topic
of smart cities would certainly be an
enrichment for the trade fair taking
place in November. It remains to be
seen what the hitherto authoritative
association would think of such a
thematic expansion. It would cer-
tainly be worth considering.

Hopefully, the year 2023 with all the
different events will be purposeful for
the security industry. Because the
year 2024 should at least have anot-
her leading trade fair in store where
innovations of the German and inter-
national security industry are shown
and find their home. There is no que-
stion that the industry needs this.

Dr Claudia Mrozek
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Advertorial

New products. Exceptional services.
See access control in action at Intersec.

Are you coming to Intersec
2023 in Dubai? We hope we'll
see you there! We'll be at the
Dubai World Trade Center on
January 17-19 to demonstrate
the latest innovations in physi-
cal access control. You can find
us in the German Pavilion,
Booth SA-D18, Hall C.2. Need
more time with us, or have
specific issues to discuss?
Schedule an appointment in
advance to talk to one of our
application experts.

We will be showcasing the products,
services and solutions that define the
future of access control for the Smart
Building, Smart Office and Smart City.
As buildings become increasingly net-
worked and intelligent, they need to
be able to think, learn and act auto-
nomously for the benefit of their oc-
cupants and operators. That means
access control solutions must also
adapt—to become smarter, more re-
sponsive and more versatile. At the
same time, solutions are needed that
improve ease and convenience for te-
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nants, workers and visitors while
maintaining optimal security at all
times. And, of course, you want solu-
tions that look as good as they work.

That's where sesamsec comes in. We
have innovative hardware, software,
and cloud-based services for any ac-
cess scenario, available as indepen-
dent components or in one
easy-to-implement package. You
won't want to miss the opportunity
to talk to us face-to-face at Intersec
about your access control needs. Loo-




Advertorial

king for innovative design and ver-
satile applications? Need high-secu-
rity access solutions? Curious about
cloud-based access control systems?
You can find it all here, at sesamsec.
Plus, a Professional Services team
who can help you get it all done—
without breaking a sweat.

Innovations in access control

Stylish. Universal. Practical. Our ac-
cess control hardware fits your envi-
ronment and prepares you for the
future. See the latest sesamsec pro-
ducts at our booth.

We offer a wide range of readers and
access hardware, all manufactured to
exacting specifications for reliability,
durability, security and aesthetics. Rea-
ders are available in different color va-
riants to harmonize with any environ-
ment and are available with or without
keypads to meet different security re-
quirements. And they support both
classic card technologies and mobile
credentials via smartphone or wear-
ables for a versatile access system that
is ready for the future.

Here's what sets us apart.

e Modern, versatile design options:
Our readers are distinguished by
high-quality materials, modern
aesthetics and exceptional versati-
lity. With or without keypad, in
bright silver or sophisticated char-
coal, they look great anywhere—
and are tough enough to stand up
to the elements.

e Universal readers: sesamsec rea-
ders are compatible with up to 60
transponder  technologies used
worldwide, plus BLE and NFC for
smartphone credential systems.
That means they can be integrated
into practically any system,
anywhere, and support the tech-
nologies you and your clients are
already using.

e Easy implementation: From physi-
cal mounting to software integra-

tion, our access control systems
are built for fast, simple implemen-
tation. And with remote upgrade
capabilities, it's easy to update
firmware or make configuration
changes after they are installed.

PAC as a Service

The future lies in the cloud! You know
about Software as a Service (Saa$).
What about Physical Access Control
(PAC) as a Service (PACaaS)? Our
cloud-based PAC systems offer more
flexibility, proven reliability and fu-
ture-proof scalability. In a PACaas sy-
stem, all the necessary components
for operating the access control solu-
tion are made available via the cloud.
Cloud-based software gives you com-
plete visibility and control of your ac-
cess system and data from anywhere.
No need to worry about servers, soft-
ware or storage space: it's all mana-
ged in the cloud, safely and securely.
No large acquisition costs, either: just
a simple monthly deployment fee,
based on the exact services you need.
PACaaS also offers advantage in
terms of scalability. Get what you
need now, and grow your solution for
the future. You can choose your level
of support, too, so you can customize
your access solutions for your requi-
rements and budget. PACaa$ takes
the hard work of designing, imple-
menting and managing access con-
trol off your plate so you can focus on
your core business, knowing your se-
curity is in good hands.

Professional services for in-
stallers and partners

Grow your business with the experts
at sesamsec! With us, you are never
on your own to support your custo-
mers. We offer easy entry into the
world of cloud-based access control
and help you meet customer require-
ments for security, availability and ti-
meliness. Having a sesamsec expert
at your side is a distinct competitive

advantage for suppliers and installers
of access solutions.

With our Professional Services offe-
ring, our installers and partners can
draw on our expertise when imple-
menting a cloud-based access control
solution. sesamsec manages the
complete implementation of the so-
lution—from planning to installation
and commissioning to monitoring. All
of this is done in close coordination
with our partners, so they can easily
meet their customers' requirements
for a modern access control solution
in terms of security, availability and
updates.

We work with our business partners
to help them deploy and scale access
solutions, support their installations,
and manage digital transformation
for themselves and for their custo-
mers. Through smart cloud-based
tools, expert advice and training, and
ongoing support.

We can help you with:

System planning

Project management
Customized interfaces
Commissioning and monitoring
Training and post-installation
support

Talk to the access
experts at Intersec.

We would love to have the opportunity
to meet you in person at the fair. Stop by
any time during exhibition hours or con-
tact us to set up a personal appointment.
We can't wait to see you there! We'll be
at booth SA-D18 in Hall C.2, in the Ger-
man Pavilion. Our experts will be there to
answer questions, showcase our pro-
ducts, and talk about our service options.

Can't wait? Or can't make it to Dubai?
We're always here to help, wherever you
are. We are happy to receive your call at
any time to answer all your questions. The
sesamsec team is standing by to help you
solve your access challenges and prepare
your organization for the future of access
control.
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Everything from a
single source

The practical event SITE SAFETY 2022 by KOTTER SERVICES in Bremen
as a first-time event in the context of security concepts for construction
sites, shipyards and CRITIS areas with renowned partner companies.

KOTTER Security held an 'Open Day' in Bremen on 6 October 2022 for Security & Ser-
vices for construction sites, shipyards, and ISPS facilities. With over ten partners*, a
variety of different topics** were presented. The practical event for architects, planners
and those responsible for security in the construction industry opened interesting per-
spectives for the areas of construction site security. Particularly through a total solution
for secure 'sites', greater freedom in business processes results for customers.

In the past, criminals have seen con-
struction sites as self-service shops
for their raids in all regions of the Fe-
deral Republic. Not only construction
machinery and vehicles have been
stolen from construction sites in Ger-
many and disappear never to be seen
again. Valuable building materials
(wood, insulating materials), objects
made of metal or with a high metal

content (e.g., non-ferrous metal and
copper, cables of all kinds and tools
are also highly sought after by crimi-
nals. According to the police, the sto-
len goods are selected on ‘order’,
quickly resold, or even used themsel-
ves. Construction machinery that is
not taken abroad is also resold by
fences.

The economic and organizational

consequences are considerable: im-
mense costs for replacement purcha-
ses, delays in the completion of
construction, discussions with custo-
mers and insurance companies hinder
the progress of construction and
delay the completion of the objects.

According to the Federal Criminal Po-
lice Office, the number of reported
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thefts on construction sites was
22,773 (2021). And around ten per-
cent are only solved.

In insurance terms, this means that
construction companies and crafts-
men on building sites basically hold
until acceptance. So they are also re-
sponsible for any movable goods
(construction machinery, vehicles
and tools) on a construction site and
must replace them if they are stolen.
Based on current case law, this
means that it remains a considerable
risk for a crafts enterprise to store
tools and materials on the construc-
tion site until acceptance is com-
plete.

In addition to theft, incidents of van-
dalism have also increased in recent
years. Arson and willful destruction
of parts of shells and other parts of
buildings are unfortunately not un-
common.

The bad guys usually come under
cover of darkness and so lighting
concepts and video cameras that can
record or report events at night are
particularly important. In combina-
tion with other security solutions,
perpetrators can be approached, or
alarms can be set off by a security
service, thus driving away even those
who have already trespassed on pro-
perties. Prevention and security con-
cepts for 'sites’ and especially

construction sites have been in high
demand for some time now in view
of the crime rates. KOTTER Security
also offers construction site opera-
tors and property owners compre-
hensive security solutions with
personnel and technical solutions. A
characteristic feature of KOTTER's
services is the so-called precinct
guard service, which checks the con-
dition of construction site areas se-
veral times a night (on weekends or
public holidays also during the day).
This security service is primarily for
prevention and intervention.

In addition, the Essen-based com-
pany offers technical safety concepts
for the entire construction site cycle
with selected partners: The customer
thereby concludes a contract from a
single source: all trades, including
those of partner companies, are
coordinated by KOTTER during the
entire construction phase. Construc-
tion fence banners around the con-
struction site indicate that the site is
monitored and protected. Uniform
safety standards make an efficient
solution possible on site nationwide,
which are adapted according to the
progress of construction.

Safety and
occupational health

KOTTER is aware of the importance
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of an effective operator model for
planning, setting up or operating
construction sites. A preparation of
risk assessments and the definition
of the required occupational safety
specialist on site are part of the ser-
vice concept. Not only do the nume-
rous trades have to be coordinated,
the aspects of occupational safety in
Germany and health protection must
also be guaranteed.

The legal requirements of customs
and the employers' liability insurance
associations are important frame-
work conditions that must also be
considered in safety concepts. The
right work clothing, e.g., the obliga-
tion to wear a helmet on the con-
struction site (mandatory personal
protective equipment), or access to
the construction site must be regu-
lated in accordance with the law.

Access management

With the partner 1Q-Pass, an integra-
ted access control software ensures
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documentation of various data and
documents that are essential for con-
struction site operators today. The
company and personal registrations
that legitimize access to the construc-
tion site are checked, as is the regi-
stration of workers with the relevant
social security systems (building co-
operative, health, and pension insu-
rance).  Of  course,  general
legitimation checks (ID & A1 checks)
can also be requested, and a mini-
mum wage check (monthly minimum
wage check) is included. This contri-
butes to the fight against undeclared

work on construction sites.

Attendances (entry and exit, entry,
and exit) can be documented using a
standardized evaluation platform.

This data can be accessed via cloud-
based access from anywhere in the
world, which is important for globally
active companies. Regarding asset
management on the construction site

“We offer customers a solution”

Daniel von Grumbkow, Regional Manager and Authorized Officer and, from
1 January 2023, Managing Director of KOTTER SE & Co. KG Security Hamburg,
presents the service portfolio of the industry giant in a statement.

"SITE SAFETY 2022 was presented to
the trade public for the first time in
October. Due to the success of the
event, we are planning this event at
other locations in the Federal Repu-
blic next year. We chose Bremen for
the first event because of its geogra-
phical location. Construction site
safety is not just about classic buil-
ding, civil engineering and new con-
struction or reconstruction. Many
shipyards and port areas are also lo-
cated in the region. At the same time,
every shipbuilding site represents a
construction site and is also subject
to similar or the same legal require-
ments as a conventional construction
site. And these concepts that we offer
here are just as interesting for the
area of critical infrastructure (KTRI-

TIS). Especially for port facilities in the
International Ship and Port Facility Se-
curity Code (ISPS Code). That's why
we chose Bremen as the location for
our first practical day with our part-
ners."

Services around security
for construction sites

"KOTTER SERVICE offers services for
construction sites beyond the classic
service. Normally, a developer looks

Euro Security / Middle East Security 1-2023



For Observation

Mike Jirgens, Managing Director of KOOI Security Germany, presented the video so-
lutions used by KOTTER Security in Bremen. He particularly pointed out that due to a
lack of personnel and tight budgets, video surveillance nevertheless guarantees the
necessary level of security on quarded properties. He also rated the event very positively
and is looking forward to the events in 2023 [Photo ©DCM2022].

for a security service provider who
needs guarding personnel, in the se-
cond step he needs a service pro-
vider who provides video technology
and in the third step still someone
who offers customs-compliant visitor
management systems.

KOTTER Services offers this package
from a single source. With this, the
customer has already ticked off three
topics. But this is not all. In addition,
there are other services that custo-
mers need nowadays. KOTTER offers
everything from planning to imple-
mentation to sustainability audits."

- "In the planning phase - phase 1 -
we support the client e.g., in the
preparation of security concepts as
well as hazard analyses, occupa-
tional safety and fire protection
concepts.”

“In phase 2, in construction sup-
port, we are on site with the first
guarding activities, implement the
customs-compliant security ma-
nagement and ID system and in-

stall the first security technology,
e.g., video management systems."
- "In the third phase, the construction
phase itself, we are additionally on
site for site. This scales from step
to step: with fire guards, rescue, or
company paramedics - also other
units of the company rescue sy-
stem and fire brigades. The hard-
ware, perimeter protection and
also access controls are further ex-
panded or developed depending
on the progress of construction."

"This means that security concepts
and solutions are adapted to the
construction progress and are scala-
ble and thus individually designed
for each customer.

The customer has a contact person
who offers everything from one
source as an ‘all-round carefree pak-
kage', implements it and manages
the trades. An operational contact
saves a lot of planning time and
last-but-not-least: the customer re-
ceives an invoice from us on which
everything is settled."

Euro Security / Middle East Security 1-2023

SITE SAFETY 2022

area, a corresponding exit control can
take place, which ensures that all ma-
chines and tools really remain on the
construction site area.

Video management

Because every construction site has
individual characteristics, different se-
curity measures are naturally requi-
red. Video surveillance has proven to
be an obligatory solution for projects
in recent years: With the KOTTER Se-
curity Video Tower, the Essen-based
company offers a video tower that
can be extended up to eight meters.

This ensures a high level of protection
against theft, vandalism, sabotage,
and manipulation. Unauthorized per-
sons (or vehicles) are detected fully
automatically, recorded, and can be
deterred from any criminal intentions
via a live address. The Video Tower
can also be used to document the
progress of construction work, and,
thanks to this mobile solution, the lo-
cation of the Video Tower can be va-
riably adjusted depending on the
progress of construction work. But
permanently installed video cameras
can also be used, e.g., on large con-
struction sites. [www.koetter.de]

*Topics & live demos on site: Construc-
tion site security, alarm activation and in-
tervention; barrier systems, perimeter
protection and video systems; construc-
tion containers, turnstiles and access con-
trol systems; customs-compliant access
management; preventive and defensive
fire protection; occupational safety and
safety instructions; operational sanitation;
digital construction documentation; plan-
ning, construction, maintenance and ser-
vice; construction cleaning and final
construction cleaning.

** Companies on site: KOTTER Security;
KOTTER Cleaning; German Business Pro-
tection; TERAPON Consulting; CSS Com-
puter Security Service; BAU.CAMERA;
KOQI; 1Q-Pass; Comp-Pro; ESB Solutions
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PERIMETER PROTECTION

Video systems: Keeping an
eye on perimeter protection

Cameras are the eyes of modern security systems. This makes them an
indispensable part of perimeter protection. Especially when large
areas or several locations need to be centrally monitored, video tech-
nology can bring its advantages to bear..

Video systems are perfect for making
recordings during access control, as
part of burglary protection or for mo-
tion detection, from which further
measures can be derived. Ideally, they
are individually tailored to the respec-
tive application and the objects to be
protected. However, cameras often
pay for themselves through their de-
terrent effect: visibly installed, they
can prevent unauthorised intrusion or
criminal acts.

Depending on the requirements, the
selection ranges from cameras that
only provide the pure video image to
high-tech solutions with complex
analysis options. The devices themsel-
ves can come up with intelligent fea-
tures and provide information for
perimeter protection with their sen-
sors. If only the detection of move-
ments is required, slimmed-down
video systems or intelligent video ca-
meras are sufficient. They only trigger
in the event of an alarm - i.e. when a
movement is detected.

Video surveillance
as part of the loT
If more effective solutions are requi-

red, it is advisable to network the
video systems with the security IT and

other site protection components.
They are connected to servers via the
Internet of Things and combine the
electronic processing in the camera
with other software applications. For
example, if the system reports card
use at an access point, the camera
triggers and the image recognition
software can identify the vehicle
number. Software and interface stan-
dards as well as norms such as DIN
EN 62676 "Video surveillance sy-
stems for security applications - Rules
of application” facilitate the integra-
tion.However, the security-relevant
use of cameras can go far beyond the
detection of unauthorised persons or
vehicles on the premises. Equipped
with thermal imaging sensors, they
can not only detect people in all
lighting conditions, but also detect
fires and smoke development at an
early stage, for example.

Video codecs and digital recording
devices offer further possibilities
through their computing capacity and
storage space. These include, for ex-
ample, artificial intelligence. Algo-
rithms make it possible to use given
data or knowledge from the past to
better recognise events and avert
dangers.

Only a protected video sy-
stem increases security

However, the use of video technology
on the premises also has its pitfalls.
Data protection and data security
must be taken into account from the
very beginning of the planning pro-
cess to ensure legally compliant use.
As far as data protection is concer-
ned, marking the monitored area is
often enough. In addition, there are
company agreements and the protec-
tion of the privacy of employees or vi-
sitors, e.g. in changing rooms.

As with all networked systems, it is
important not to make the security
system a gateway for attackers. Video
images, sound recordings or move-
ment patterns can be exploited by cri-
minals. For this reason alone, it is
advisable to integrate the video sur-
veillance system into the IT security
infrastructure.

Planning video security tech-
nology

When planning video systems, the re-
quired image quality plays a major
role. Aspects such as contrast, resolu-
tion, images per second and resi-
stance to weather influences must be
reconciled. If, in the worst case, the
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images cannot be used or are not
analysed satisfactorily by the soft-
ware, companies are saving in the
wrong place. In the worst case, a
video system that is too powerful can
cause investment costs to skyrocket.
Costs and required image quality
should therefore always be the basis
of the investment decision. Experi-
enced advisors provide valuable ser-
vices in planning - at the Perimeter
Protection in Nuremberg, for exam-
ple, the experts for video surveillance
can be found.

Even after a system has been instal-
led, it is necessary to continue to
maintain the hardware and keep the
software permanently up to date. This
is the only way to maintain functio-

PERIMETER PROTECTION

Video systems: How to keep an eye on perimeter protection

nality and ensure cyber security. Lack
of maintenance leads, for example, to
frequent false alarms and thus calls
into question the acceptance and
purpose of the system. Therefore, ca-
reful instruction and training of secu-
rity personnel and the definition of
responsibilities as well as testing and
maintenance schedules are impor-
tant. If the resources are not available
in the own company, there are quali-
fied security providers who continu-
ously keep the systems up to date.

So when investing in a video surveil-
lance system, companies need to con-
sider various trade-offs that vary from
property to property. Once the right
application has been selected, this

Drones - Danger from the Air

Aerial drones for private and commercial use can now be
found in every DIY store. With their wide accessibility and in-
creasingly powerful cameras and sensors, unmanned aerial
vehicles pose an increasing threat to perimeter protection.

Drohne - Gefahr aus der Luft // © unsplash
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often results in further advantages for
the security of people and assets.

ERIMETER
ROTECTiON

Trade fair for perimeter protection,
fencing technology and building
security - Exhibition Centre - 90471
Nuremberg - Date & opening hours
-17 - 19 01.2023 - 09:00 - 17:00
(17 and 18 January), 09:00 - 16:00
(19 01) > Free admission ticket
with codePPEUROS23LIT:

< https://inkd.in/e7tTagfk

In recent years, drones have
developed into electronic
mass-produced goods for
everyone. The technological
development of the devices is
progressing at an unimagined
speed and can be compared to
the leaps in development of
mobile phones. Companies
and authorities in the security
industry have been making use
of the flying eyes for some
time now in order to maintain
an overview when securing
premises or events. They pro-
vide indispensable services in
the surveillance of open spa-
ces, industrial areas and critical
infrastructure facilities. In the
event of an alarm, drones pro-
vide video recordings within
minutes and thus information
for site protection.

But with prices from 50 euros up-
wards, everyone can now afford a
drone - and so can criminals. They de-
tect security gaps in the airspace, use
the cameras to spy on company
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secrets, smuggle drugs over border
fences or weapons and tools into pri-
sons. They can also be used to tap
data from company networks. Com-
panies and organisations should the-
refore determine their individual
drone risk, identify weaknesses in
their security system and take precau-
tions.

EU recognises security risks

Incidents involving drones are beco-
ming more frequent - including an in-
creasing number of critical situations.

In May 2022, for example, the Bran-
denburg police reported that a drone
came dangerously close to a passen-
ger aircraft and obstructed the ap-
proach to the capital's airport BER. A
few months earlier, a quadrocopter
missed a Boeing 737 with 189 pas-
sengers on board by only a few me-
tres. Apart from the threat to air
traffic, incidents in which residents
feel spied on by flying cameras are
now commonplace.

The EU has recognised the growing
security risk and introduced a regula-
tion in 2021 that puts the operation
of drones on a legal footing. Drones
weighing more than 250 grams must
be registered and operators must
comply with certain requirements. A
remote ID acts as a digital ID and re-
cognisable registration. However, the
likelihood that criminals will use a re-
gistered drone is rather low.

The EU has recognised the growing
safety risk and introduced a regula-
tion in 2021 that puts the operation
of drones on a legal footing. Drones
weighing more than 250 grams must
be registered and operators must
comply with certain requirements. A
remote ID acts as a digital ID and re-
cognisable registration. However, the
likelihood that criminals will use a re-
gistered drone is rather low.

A drone is essentially a flying compu-
ter. And just like them, they can also
be used for cyberattacks, for example
to tap data. Those who use drones for
perimeter protection should also be
aware that a vulnerable target is floa-
ting through the air with them.

It is also conceivable that malware
could be smuggled in via the often
poorly protected drone software. Dro-
nes in the service of one's own secu-
rity department should therefore
definitely be checked by the IT de-
partment and equipped with appro-
priate protective measures.

Passive defence
as the only choice?

Defence measures are usually limited
to structural or technical options to
make flying over more difficult or to
detect unauthorised drones. These in-
clude installations, but also detection
devices. In the vicinity of prisons, for
example, nets prevent intrusion into
the airspace of the compound. Pri-

vacy screens, on the other hand, con-
ceal sensitive areas on company pre-
mises.

Even birds of prey have been consi-
dered for drone defence: Police in the
Netherlands tested the use of eagles
to capture drones. After a test phase,
however, the authorities found that
the training and efficiency of the birds
was more complicated and expensive
than expected. The programme was
therefore discontinued.

In the meantime, sophisticated sy-
stems are available to detect and
repel drones. However, many of the
solutions offered for active drone de-
fence are not approved in Germany.
For example, the use of jamming or
spoofing is reserved for official and
military security installations in Ger-
many.

Passive defence measures with which
companies can protect themselves
range from radar and camera detec-
tion to RF-3D detection with high-fre-
quency detectors. The industry will
present these and other drone de-
fence solutions at Perimeter Protec-
tion 2023 in Nuremberg.

The trade fair focuses on the security
of open spaces and outdoor facilities
and integrates the U.T.SEC platform,
which focuses on the technical, legal
and practical options for the use and
defence of drones and other unman-
ned technologies.

ERIMETER
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Exhibition for Perimeter Protection, Fence Technology and Building Security -
Exhibition Centre - 90471 Nuremberg, Germany - Dates & Opening Hours - 17
- 19 January 2023 - 09:00 - 17:00 (17 and 18 January), 09:00 - 16:00 (19 January)
> Free admission ticket with codePPEUROS23LIT: ©

https://Inkd.in/e7tTagfk
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Perimeter Protection in 2022

Perimeter Protection in 2022

Several trends can currently be observed in perimeter security: On the one hand,
the use of video technology has increased considerably and, on the other hand,
the integration of additional, technical solutions is being intensified. Users are in-
creasingly relying on the use of sensors and combinable technologies. For example,
they are trying to incorporate preventive solutions such as thermal cameras or
radar applications into solution concepts. In combination with lighting concepts
and audio applications, deterrence against criminals is efficiently possible.

It is particularly important that
the technologies used are open in
their standardisation. The existing
IP structures again result in new
risk structures. In view of the fact
that every endpoint of the net-
work represents a potential weak
point for cyber security, and be-
cause of the general threat poten-
tials from cyber attacks, both
physical and IT security must be
considered holistically.

Security solutions for specific
applications

Security in critical infrastructure envi-
ronments (CRITIS) plays a special role
in everyday life to underpin economic
and social stability. Utility services in
particular are the focus of protection
concepts and the goal is to provide
them securely and efficiently. With
this. Perimeter security is a suitable
technology for the protection of citi-
zens, passengers, data and assets and
prevents business interruptions of
corresponding facilities.

Transport structures, such as seaports
and airports, are also among the as-
sets to be protected. Risks of terro-
rism and other threats and vulnera-

bilities are faced by many exposed fa-
cilities.

Al-controlled security sy-
stems

Al has made devices smarter. Based
on data and system intelligence, fa-
ster and more effective decisions can
be made than ever before.
Surveillance results from multiple se-
curity systems and thousands of ca-
meras and sensors now converge on
one platform.

By supporting the integration of any
device, service or solution and brin-
ging data together in a single area,
organisations can achieve a different
level of security.

Video technology is more im-
portant than ever

Video surveillance technology is part
of a layered security strategy. Came-
ras complement security personnel
and enable operators to effectively
monitor and manage alarms in real
time, while also collecting investiga-
tive and forensic data. Coordinated
emergency responses are also possi-
ble. The combination of valuable
video and security tools enables users
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to build more vital security program-
mes through intelligent data collec-
tion.

Feature-rich video viewing and policy-
based distribution enhance emer-
gency management, while contai-
nerised video management platforms
serve as an intuitive platform that
promotes a new level of situational
awareness and enables rapid re-
sponse. With many mission-critical fa-
cilities having to cut staff and also
unable to draw on new security per-
sonnel, the demand for video tech-
nologies has skyrocketed."

The future

As with many other areas of physical
security, perimeter systems are seeing
more and more smart devices, inte-
grated solutions and data-driven pro-
cesses.

Ensuring cyber security has become
imperative and system integrators are
starting to offer this as part of their
services. Al and video technology are
more important than ever, providing
operators with actionable insights
and enabling them to respond faster
and more efficiently.
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Which technologies are
shaping perimeter security?

According to the market research institute ‘Markets and Mar-
kets', the market for perimeter security components will grow
from 62 billion euros in 2020 to 98 billion euros in 2026. Ac-
cording to the forecast, the average growth rate is 7.9 percent.

Perimeter security is one of the growth areas in the security industry. As the impor-
tance of security solutions that are already effective at the perimeter of premises is
growing, the demand for such solutions is very high. However, this is not only about
securing open spaces and property or site boundaries of critical infrastructures (CRI-
TIS), such as prisons, airports, or data centres, but also increasingly about applications
in the private sector, such as logistics operations, industrial sites, or construction sites.

Perimeter security is designed to pre-
vent people or equipment from en-
tering a property directly at the outer
perimeter or to trigger an alarm in
the event of an intrusion attempt.

This type of security solution is im-
portant for a wide range of busines-
ses and institutions. Security con-
cepts around perimeter security in-
clude threat detection through sen-
sors, each with its own detection
method. Some technologies have
gained in importance in recent years
or are part of the basic equipment of
a solution. We would like to intro-
duce these in the following.

1. lidar sensors send laser pulses into
the environment and calculate
the distance of an object based

on the time it takes for the pulses
to travel back. One of the advan-
tages of this technology over
video technology is that it is inde-
pendent of light and weather
conditions. Since lidar is not only
used in the security industry but
is also used in the automotive
sector in particular, the prices for
lidar solutions have dropped con-
siderably in recent years. As a re-
sult, lidar has become interesting
for outdoor operation and is now
used in many applications.

2. fibre optic sensors transmit laser
light pulses via fibre optics and
measure the light reflections that
occur along the fibre. A distur-
bance of the fibre, caused for ex-
ample by touching the fence,
changes the amount of light re-

flected from that point. From an
expert's point of view, fibre optics
is a cost-effective solution for
smaller sites with an above-ave-
rage lifespan.

. Wireless solutions and wireless
communication between the sen-
sor and the main system are be-
coming more and more
important, especially for resi-
dential and small to medium
sized commercial buildings.

4. Remote and monitoring functions
are also in particularly high de-
mand. Control via smartphone for
remote control and monitoring is
now state-of-the-art, especially
from the private sector. This tech-
nology is also particularly impor-
tant in-home automation.

5 Video surveillance is particularly

w
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important at present. It has now
become a mandatory technology
for perimeter security. Increasing
remote surveillance is important,
not least because of the conti-
nuing shortage of employees. In
the perimeter area, there is auto-
matically a greater need for visual
verification to reduce costs and the
number of false alarms.

Other sensors are valuable in deter-
mining who is entering or attempting
to enter a property. Video allows ser-
vice providers or operators to deter-
mine more clearly what the situation
is from a distance.

To maximise the effectiveness of
video surveillance and assessment,
the video management system must
be able to link the location of the
alarm to a camera or PTZ pre-set. This
allows operators to respond more
quickly, requires less training, and the
pre-programming allows for optimi-
sed video quality and memory set-
tings. Site-specific deterrence measu-
res are also quicker to implement this
way.

Sensors in combination

Of course, each detection technology
has its advantages and disadvan-
tages. Using a combination of these
technologies (sensor fusion) makes
detection of security breaches more
effective. Intelligent, integrated solu-
tions require an interplay of the tech-
nologies presented here to maximise
their strength. For example, sensor fu-
sion can analyse real-time data toget-
her with historical, location, environ-
mental and classified information be-
fore an alarm is triggered. This avoids
false alarms.

Video technology for perimeter protection

Efficiency

Factors for efficient video technology
in the context of perimeter security

The perimeter is the first line of detection in security systems for
buildings and premises. How efficient security solutions are deter-
mines the effectiveness of the entire security infrastructure and
whether an unwanted incident can be prevented before it occurs.
Modern solutions offer various options for protecting a site. These
range from different types of video surveillance cameras to motion
sensors, analysers, thermal cameras or even radar or LiDAR. The basis
of all solutions among all these options is still the surveillance ca-
meras to provide evidence in image and sound.

However, installing surveillance
cameras outdoors brings some
challenges.

Temperature is an important factor
when operating cameras. Extre-
mely low temperatures can have a
negative impact on any surveil-
lance camera. Cameras can freeze,
erode, and form ice deposits on the
lens that can cloud the view. In
worse cases, the unit may not turn
on at all.

Condensation is a major problem
that limits visibility and damages
electronics. In surveillance came-
ras, condensation can cloud the
lenses and cause the electronic
components to erode over time. If
cameras are installed in a location
where they are constantly exposed
to air pressure fluctuations and
rain, there is a risk that seals and
components will crack, causing
moisture to accumulate inside.
Weather conditions are not the
only enemy of surveillance came-
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ras. If the cameras are in a mari-
time environment, the salt content
in the air can cause the equipment
to corrode over time. A similar pro-
blem arises if the camera is used in
medical or industrial areas where
strong chemicals are used.

By observing the IP rating (IP = In-
gression Protection), protection
from outdoor conditions is possi-
ble. The IP 66 rating protects
against solids such as dust and li-
quids such as rainwater, providing
a high level of protection. It is also
important to pay attention to the
correlation of the operating tem-
perature with the temperature of
the installation location. In gene-
ral, the installation location has a
great influence on how well a ca-
mera works. The quality of the sur-
faces on which cameras are
mounted is also important. This is
because they can easily transmit
temperatures and thus also influ-
ence the operating temperature.
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Market trends

After growth in 2022,
things g a little jerky in 2023

In 2022, the majority of
the 50 largest internatio-
nal security companies in
the video surveillance
and access control sector
posted significant mar-

ket growth. Despite
these positive overall re-
sults, experts predict that
the industry will struggle
in the coming year.

According to the market report 'Se-
curity 50', the top 10 companies will
be able to maintain their sales figu-
res. Thus, the ten largest manufactu-
rers in the video surveillance and
access control sector (sales compari-
son to 2021: Hikvision Digital Tech-
nology,

Dahua Technology, ASSA ABLOY, Axis
Communications, Motorola Solutions,
Uniview Technologies, Tiandy Tech-
nologies, Allegion, Hanwha Techwin
and Aiphone will not record any los-
ses. Hikvision's market leadership be-
comes particularly clear when one

realises that in 2021 the 10-billion-
euro sales mark was exceeded. This
represents a growth rate of 16.9 per
cent compared to 8.7 billion euros in
sales in 2020.

Hikvision sees itself in this prime po-
sition by pushing technological inno-
vations, which are the key elements
for business success. According to
Frank Zhang, VP of Hikvision, the con-
tinuous development of products and
market position supports the custo-
mer relationship and builds long-term
trust.
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Six companies were newly included
in the 2022 Security 50: China's
Dnake (intercom), Jovision (video)
and EVETAR (lens), US-based Evoly,
a screening provider, Australia's Ava
Group with risk management soluti-
ons, and Korean video surveillance
provider Webgate are now among
the top companies. Fifteen compa-
nies in the top 50 come from China
alone. And four in the top 10 alone:
Hikvision, Dahua, Uniview and Ti-
andy.

Due to the COVID situation in China,
Chinese companies had to absorb
revenue declines in the first half of
2022 compared to 2021. US trade
sanctions on Chinese companies and
products have less impact. Taiwa-
nese manufacturers such as Dynaco-
lor, Hi Sharp and GeoVision are
doing well and by focusing on niche
solutions, the market position has
been stabilised. The economic out-
look is heavily dependent about
OEM orders to Taiwan, which cannot
yet be conclusively assessed.

Review 2021-2022: In biome-
trics, access control, video
analytics and digital intelli-
gence, companies all recorded
significant growth this year.

This is due to increased demand for
security and network video solutions
and dynamic technological develop-
ment. Thus, new, and more innova-
tive products and solutions are in
demand, replacing old technologies.

Forecast 2023: The security in-
dustry faces recessionary thre-
ats. The post-COVID era holds
a multitude of problems:

Status 2022 Security industry from a global perspective

For example, component and

raw material shortages are cau-
sing problems in the supply chain.
And pandemic-related closures have
also led to losses. The supply chain
crisis slowed growth in 2020 and
2021, but market leaders like Axis
now see a return to double-digit
growth. Diversification of supply
chains by some manufacturers led to
shifts in the market.

Strong inflation is affecting the

prices of services, labour costs
and raw materials. Thus, price increa-
ses for security products can also be
expected in 2022 and 2023. At the
same time, relationships with custo-
mers have changed and both pay-
ment and service models have
changed. Customers are thus not
overcharged but can continue to do
business in a planned manner.

Of course, the conflict between
Russia and Ukraine is also influ-
encing the economic situation. In
both countries, the economic activity
of global security manufacturers and
providers is currently at a standstill.

The impact of data protection re-

gulations on video surveillance
and Al-enabled technologies is inter-
esting. Thus, the industry is challen-
ged to respond to the regulations
and take them into account in soft-
ware developments.

According to the Top 50 report,
2023 could hold bleak growth pro-
spects for physical security. in 2022,
the security industry saw growth
again. According to industry runner-
up Dahua Technology, Asia Pacific,

Euro Security / Middle East Security 1-2023

Africa, Latin America, and the Middle
East will be 'relatively" optimistic, ho-
wever, relatively weak growth will
occur according to the Chinese ma-
nufacturer's forecast.

The global market for video surveil-
lance hardware and software is ex-
pected to grow by 11.7 per cent in
2022. In 2023, it will grow by 6.4
per cent. In the longer term, there
will be sustained and significant
growth in the high single-digit per-
centage range.

Due to the economic problems al-
ready mentioned, fewer investments
in safety technology will be realized.
This makes relationships with exi-
sting customers more important, as
replacement investments can be im-
plemented here to reduce the costs
of existing (security) management,
among other things.

Trends continue to be dominated by
artificial intelligence (Al), edge com-
puting, cloud solutions and cyber se-
curity. From the market leader's
point of view, visualization solutions
will be increasingly used.

Especially multidimensional tech-
nologies such as radar, thermal ima-
ging, X-ray fluoroscopy, temperature
measurement, moisture measure-
ment and gas leak detection will be
given more space.

This will make safety solutions more
efficient. In general, the role of sen-
sors in security applications is beco-
ming more and more important.

[The article is based on informa-
tion on www.asmag.com]




Market trends

Business communication:

Five trends for 2023

Strengthening resilience with digitalisation, automation and cloudification

From the Russian war of aggression against Ukraine to the supply chain crisis and degloba-
lisation: economic systems are currently under great pressure. Rising inflation and the pre-
vailing shortage of skilled workers are further tightening the situation. To keep their
business going against this backdrop, companies need to rethink their communication pro-
cesses accordingly. Munich-based enterprise cloud service provider Retarus has identified
five trends that companies should keep in mind for their business communications in 2023.

Cyber resilience as part of  reckon with increasingly perfidious is the most common gateway. As

the business strategy attacks on their communications in-  cyber-attacks have a direct impact on

o i frastructure. Ransomware is still con-  business success, cyber resilience
In uncertain times, companies must - gidered the main threat, while email  must be a topic at board level. To en-
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sure that central processes and infra-
structures function even under extra-
ordinary circumstances, business
continuity concepts should include
strategies for emergencies in addition
to comprehensive mechanisms for
advanced threat protection. For ex-
ample, an email continuity solution
outside the company's own infra-
structure enables seamless communi-
cation via email even in emergency
situations.

Geopolitical conflicts further increase
the risk of cyberattacks from certain
regions. With services such as Retarus
Predelivery Logic
https://tinyurl.com/3tyydk78, mes-
sages can be isolated based on their
GeolP as a precaution - whether for
purely security reasons or due to in-
ternal compliance requirements.

Sustainable cloudification
of business models

Digital business models are catching
on. The cloud forms the basis for this.
At the latest since the COVID 19 pan-
demic and the associated home office
regulations, digital offerings and vir-
tual collaboration have become esta-
blished.

Cloud computing is now firmly esta-
blished in IT departments. On the
other hand, companies are facing
considerable cost pressure. Budget
managers are required to plan as
cost-efficiently and sustainably as
possible. Here, too, cloud services pro-
vide a remedy. They are flexible and
scalable, so that the services can be
adapted exactly to the current de-
mand and over- or under-capacities
can be avoided. As a result, innova-
tive offers can be introduced to the
market more quickly and costs can be
better regulated.

Companies benefit from cloud service
providers who relieve the burden on
their own IT infrastructure with plat-
form offers, managed services and in-

Business-Kommunikation: Fiinf Trends fiir 2023

novative solutions. Companies are
also optimally supported in introdu-
cing new business models, as a cloud
service enables agile action and di-
rect, fast communication to the mar-
ket. The Retarus Enterprise Cloud
(tinyurl.com/5hahp2z)3, for example,
provides a wide range of services that
companies can use for various appli-
cation scenarios in different indu-
stries. The services meet all common
industry standards. Standard inter-
faces enable seamless integration
into on-premises, cloud and hybrid in-
frastructures.

Increased automations in
the supply chain

The past year has shown how suscep-
tible supply chains are to disruption.
In addition, companies are currently
feeling the skills shortage more than
ever before. In 2023, companies will
therefore need to make their supply
chains more resilient and rely more
on automation technologies. This will
help them address the growing skills
gap and increase productivity in the
supply chain.

For example, automating the capture
and processing of incoming business
documents eliminates the time-con-
suming manual data entry of goods
orders and purchase orders. Compa-
nies benefit from more efficient pro-
cess communication, smooth cash
flow and cost reductions of around 60
per cent compared to manual order
processing. Professionals can focus on
innovation again, ideally giving the
company a competitive edge.

Optimized
customer journey

Not least because of the pandemic,
customers have increased demands
on digital offers. They are now used
to digital interactions and touch-
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points. A positive customer experi-
ence is a basic prerequisite for busi-
ness success. Only reliable, secure,
and individually designed business
communication makes it possible to
offer a wide range of touchpoints
with customers, thereby creating cus-
tomer satisfaction and loyalty. Com-
panies that do not invest in their
customer communication lose custo-
mers to their competitors. With digital
communication platforms, companies
serve digital touchpoints such as
multi-factor authentication, email
order confirmations, transactional
emails such as newsletters, weather
alerts via SMS or status messages.
Ideally, the services can be seamlessly
integrated into business applications
or digital platforms via standardized
APIs and quickly and flexibly adapted
to new requirements at any time.

More complex data pro-
tection requirements

According to analyst firm Gartner, 75
per cent of the world's population
will have their personal data protec-
ted by data protection regulations by
2024. Legal requirements are playing
an increasingly important role, as re-
gulatory requirements are constantly
evolving internationally and beco-
ming more complex.

Companies face heavy fines in the
event of violations. When choosing
an external service provider, it is the-
refore more important to ensure that
the provider complies with all current
data protection guidelines. Ideally,
the service provider not only fulfils
the GDPR requirements, but also in-
dustry-specific standards and indivi-
dual compliance requirements.

All data should be processed in local,
auditable data centers. Some pro-
viders already contractually guaran-
tee this to their customers via service
level agreements.




Exhibitions

Retail Technology Stage in Hall 6 / 161

At the Retail Technology Stage, developments and trends
in the field of retail technology will be presented on the
basis of current use cases. Topics include mobile solutions,
the latest developments in self-checkout and self-scan-
ning, trends in analytics, RFID, 10T, smart stores and pay-
ment, as well as the latest security technology. Experience
the dimension of retail technology not only in exchange
with the exhibitors, who will present their latest solutions
for seamless stores, customer centricity or the use of Al,
but also take away incentives and inspiration from the
presentations on the Retail Technology Stage. Visitors to
EuroShop can attend the lectures at the Retail Technology
Stage free of charge and without pre-registration and find
out about the latest developments in compact presenta-
tions.

Event date & opening hours Messe Diisseldorf GmbH
Messeplatz

Event date 40474 Diisseldorf, Germany

26 February - 02 March 2023 Tel: +49 211 4560-01

Opening hours for visitors Fax: +49 211 4560-668

daily: 10:00 - 18:00 hrs Web: www.messe-duesseldorf.de

EuroShop

THE WORLD'S NO. 1 RETAIL
TRADE FAIR 26 FEB - 2 MAR 2023
DUSSELDORF, GERMANY

PRII?IIJFRRI%EBUSINESS.
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Round table

Standards as trendsetters
for the security industry

Standards by 0SS in conversation with manufacturers and users

The non-profit organisation 0SS-Association Open Security Association) establishes standardised
protocols for the international security industry. Its members and affiliated companies develop
components and codes for security-relevant hardware and software. As part of the first Media Talk,
we asked Frederik Hamburg, Chairman of the 0SS Association and Managing Director of ZUGANG
GmbH, about his motivation and experiences with the adoption of standards in the security indu-
stry. We also spoke to Matthias Schmid, Manager in Business Development at ASSA ABLOY, about
the advantages of using standards from a manufacturer's point of view. Another view from the
manufacturer's perspective was given by Harmut Beckmann, Sales Manager at Uhlmann & Zacher,
and finally Patrick Senneka, Senior Product Developer in the IT department of Fraport AG, showed

us interesting perspectives on the use of standard access control from the user's point of view.

Frederik Hamburg, what is the
motivation for you to stand up for
standards in the security industry
as chairman of the 0SS Associa-
tion?

The basic idea comes from the users
and thus my motivation comes prima-
rily from those who have many locks
in use. Their concern was and is to
break away from the proprietary sy-
stems of the manufacturers. Because
in the meantime the demands on
complex security systems have increa-
sed. The market is often confusing,
and this is where the customers' de-
sire arose for the different systems to
be able to communicate with each
other, completely independent of the
manufacturers.

When was the 0SS Association
founded?

0SS

The 0SS Association was founded in
2015. The idea from the beginning
was to develop standards "from the
industry for the industry". In addition,
we wanted to go into further deve-
lopment whenever there are new re-
quirements. The members of the 0SS
Association cover the entire spectrum
of the security industry. Together, they
can thus contribute to the further de-
velopment of the standards. The aim
is to connect the individual compo-
nents so that, for example, the key
card communicates with the software
to read out authorisations for door
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locks and access control and time rec-
ording systems. This communication
is based on standards by OSS to en-
sure compatibility with and indepen-
dence from manufacturers  of
different brands.

Do the users have any influence
on the further development?

Absolutely, the users are our first
source when it comes to identifying
the necessary further developments.
The manufacturers and their custo-
mers enter into dialogue. Before the
pandemic, we held user meetings to
find out what customers wanted in
direct contact. We are planning the
next user meeting in 2023. Such user
meetings serve to "listen to the cus-
tomer" and to understand which
components should be further deve-
loped and which should be added.
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But we are also noticing more and
more that the need for the use of
standards is increasing - even if
there are some manufacturers who
do not yet want to acknowledge the
advantages of standards. The use of
standards also means opening up to
other systems and taking the - ad-
mittedly small - risk that customers
will (be able to) opt for other pro-
ducts because the proprietary nature
is abandoned. But de facto the op-
posite is the case. With the use of
standards by 0SS, manufacturers be-
come competitive and are always up
to date in this respect as well, thanks
to the constant further development
of the standards always up to date
in this respect. Individual compo-
nents from different manufacturers
can now communicate with each
other. The end customer appreciates
this flexibility, which can also lead to
a reduction in costs, as the choice
becomes greater and dependence
on one manufacturer is eliminated.

ASSA ABLOY

As a manufacturer of security
technology, ASSA ABLOY is the
big player on the international
market. In over 70 countries with
more than 50,000 employees and
an annual turnover of over 9 bil-
lion euros, the company is one of
the leaders in the security indu-
stry. In the DACH region alone,
275 million euros were turned
over by the ASSA ABLOY "Ope-
ning Solutions" unit in 2021, pri-
marily in electronic access
control, protective devices and
locking systems. Mathias Schmid
joined ASSA ABLOY Sicherheits-
technik GmbH in 2019 as Busi-

ness Development Manager Ac-
cess Control, where he is respon-
sible for the further development
of the solution portfolio in the
field of electronic access control
systems. We asked him about the
development of standards from
a manufacturer's perspective.

What was ASSA ABLOY's motiva-
tion as a manufacturer to pro-
mote the use of standards?

ASSA ABLOY has been using Stan-
dard Offline since 2015 and is one
of the founding members of the 0SS
Association e.V. For our customers,
end customers as well as system in-
tegrators, the expectation or requi-
rement for us as a system and
component provider was that the
electronic fittings and cylinders could
also interact with products from
other providers. This was the starting
signal for us to advance the topic of
standards development together
with the 0SS Association

The Aperio product portfolio, which
for more than 15 years has included
both online integration via radio and
offline integration via "Data on
Card", supports 0SS Standard Of-
fline ex works. This enables our cus-
tomers and partners to easily
integrate Aperio components into
their system and to communicate
with other components as required.
and communicate with other com-
ponents as required. The customers
are therefore opting for a product
that convinces them.

At first, this does not seem favoura-
ble for the manufacturers. Because
the times of proprietary systems are

now a thing of the past and the sup-
plier ties are dissolved to a certain
extent.

So, what are the advantages of
using standards from the manu-
facturer's point of view?

At first glance, supplier indepen-
dence seems to be disadvantageous
for manufacturers. But the opposite
is the case. Because with the gro-
wing market requirements, every-
thing that the customer is looking for
and expects can be delivered. Be-
cause the integration of different
components and products from dif-
ferent manufacturers made possible
by the Standards by OSS often offers
better solutions than a single sup-
plier with a potentially limited port-
folio can provide.

Therefore, the standards also open
greater scope for us as manufactu-
rers in the integration of other sy-
stems and we can create the
optimum for the customer.

We see time and again how impor-
tant it is for manufacturers to work
together on joint development when
new requirements arise, as is the
practice of the 0SS Association. And
not only that: in tenders, system in-
tegrators can offer partial compo-
nents from different manufacturers,
because these have become compa-
tible with others thanks to the ma-
nufacturer-independent standards.

The advantage for the tendering
party is the "perfect solution” that
meets his requirements and which
he can easily expand with standard-
compliant components in the further
course. This promotes the accep-
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Standards as trendsetters for the security industry

tance of access control and locking
systems and thus promotes market
growth for the entire industry.

Where is the journey heading in
the next few years?

Mobile access, i.e. access control via
mobile devices, will certainly be an
important topic in the next few years.
access control via mobile devices. This
is demanded by the industry, but ac-
ceptance and distribution in Germany
is not yet widespread. Here, too, we
will see whether a standard can be
the driver for mobile access.

Fraport

From the customer's point of
view, the use of standards offers
many advantages. We asked Pa-
trick Senneka, who has been at
Fraport AG since 2012 and is re-
sponsible for the use and further

development of the ESA (electro-
nic locking system) product, about
his experiences.

What is the motivation for you to
use standards?

The 0SS-SO standardisation makes it
possible to integrate software and
hardware components from different
suppliers into the overall solution. In
this way we ensure investment protec-
tion and at the same time do without
proprietary systems. In total, we use
about 75,000 airport ID cards and
about 7500 offline readers at Frankfurt
Airport. We can realise large installa-
tions with the use of Standard Offline
and, for example, fall back on alterna-
tive OSS components in case of deli-
very problems or special requirements.
This is a great advantage for us. The
use of standards enables a high level
of interoperability of products and fle-
xibility in implementation.
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An airport has special require-
ments in terms of security. How is
this ensured using standards?

Imagine if each of the employees at
Fraport had their own key for the dif-
ferent access authorisations. The em-
ployee leaves, loses the key, changes
position and thus also the access aut-
horisations. What an effort to handle
this with mechanical keys and still
guarantee security! The electronic
locking systems and thus also the
protocol of Standard Offline make it
possible to issue temporary keys /
authorisations that can be changed
in the central system with one click.
This ensures both security and opti-
mised use of resources.

Mobile Access, it is predicted, will
play an increasingly important
role in access control in the co-
ming years. What is the situation
with mobile access at the airport?
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This is a topic that is currently inter-
esting for us, but less relevant. The
laws that apply to The laws that
apply to security areas require the
permanent wearing of a visual fea-
ture, which cannot be realised with
mobile devices at the moment.

What is your wish for 2023?

A user meeting to discuss new deve-
lopments and to exchange ideas
with other users would be important
for the further development of the
Standards by OSS.

Uhlmann & Zacher

Another manufacturer, or OEM
(Original Equipment Manufactu-
rer), is the family-run company
Uhlmann & Zacher. The company
has produced a total of more
than 1,000,000 electronic clam-
ping units. We asked Hartmut
Beckmann, authorised signatory
and sales manager at Uhlmann &
Zacher, about his experiences
with the use of standards in Ger-
many and worldwide.

Mr Beckmann, how do you assess
the situation in Germany regar-
ding the use of standards?

In Germany there are still some ma-
nufacturers who prefer to use their
own proprietary systems. They see
the use of standards as a loss of their
market power. However, there are
companies on both the manufactu-
rer and user side that have dis-
covered the advantages of standards
for themselves. When many locking
systems for many people must meet
very high security standards, the

standards open new possibilities. se-
curity standards for many people, the
standards open new possibilities. It
would also be desirable for the stan-
dards by OSS to be used across
countries, i.e., in an international
context. international context. Here,
for example, we have some partners
in France who use 0SS-SO.

What is the advantage of Stan-
dards by 0SS from your point of
view?

Uhlmann & Zacher does not sell to
end customers, that is the strategy of
our company. Through 0SS-SO we
have the opportunity to gain new in-
tegration partners without these
partners having to develop a pro-
prietary solution.

How do you see the future of
Mobile Standard?

Mobile devices are equipped with
Bluetooth, for example. Here, a stan-
dard ensures the communication ca-
pability of different end devices.
There are various manufacturers in
the mobile sector, some of them new
and growing, others established. In
this sector, the standard ensures that
the technology remains future-proof,
even if a company disappears from
the market again.

And what about Germany as a
whole? What is the situation with
mobile use, i.e. mobile access in
Germany?

In Germany, the acceptance of mo-
bile access control is - in contrast to
other countries - still somewhat he-
sitant. in contrast to other countries
- is still somewhat hesitant.

However, we are currently working
on a project to establish our own
mobile access platform. We are loo-
king forward to the next steps and
the further development.

Looking to the future, what
would you like to see?

We would be happy if large compa-
nies - independent of competitive
thinking - would cooperate and par-
ticipate in the further development
of the standards. From our point of
view, distribution would be much ea-
sier if as many larger projects (and
companies) as possible would rely
on the Standard by OSS.

The interviews were conducted
by Martina Miiller, pr-ide GbR, on
behalf of the 0SS-Association.
WWW.0ss-association.com
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Cybersecurity
Trends 2023

by Todd Moore, VP Encryption Products bei Thales

As 2022 draws to a close, it's time to look ahead to what the industry can expect
in 2023. From Thales' perspective, the following six trends can be observed.
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1. Mass layoffs in the tech
industry will trigger a
major security breach

Mass layoffs at tech companies -
many of which are virtual - will un-
doubtedly lead to major security
breaches, whether from disgruntled
employees or downsized IT teams
not taking the right steps to re-
move access rights. One way or
another, we will see a major secu-
rity breach in 2023 due to poorly
managed user accounts.

2. Data sovereignty in
MultiCloud environments.

A year ago, sovereignty meant that
data did not leave the boundaries
of the organisation. Today, some
companies understand sovereignty
as the ability to control the loca-
tion of their data. They periodically
move the location of their data to
another place to protect it from
outside access.

This trend will continue and data
transfer will become a top priority
for global companies. To achieve
this, companies need to ensure
they have cloud-agnostic technolo-
gies in place so they can easily
move a workload in the cloud to
another location. DevOps ap-
proaches can also help by writing
cloud-neutral code so that worklo-
ads can be launched anywhere.

3. The recession will acce-

lerate enterprise consoli-
dation strategies.

Enterprises will move away from
standalone solutions and return to
data consolidation. With the reces-

sion, huge increases in the cost of
living and looming skills shortages,
simplification and efficiency will be
top priorities in 2023. Automation
will play some part in simplifica-
tion, but businesses need to work
with the right partners to ensure
assets and data are properly secu-
red.

By combining robust encryption,
policy-based access controls, cen-
tralised administration and enter-
prise-wide key management, or-
ganisations can consolidate while
ensuring their valuable assets are
protected and regulatory compli-
ance is met.

4 Connected cars will be
the next big target for
hackers

The connected car market continues
to grow and is becoming a bigger
and bigger target for ransomware
groups. Connected cars operate with
millions of pieces of computer code
that, if not properly secured, can be
easily hacked. Installing malware in a
vehicle's operating system could have
serious consequences - whether dis-
abling brakes on a busy road, locking
users out until a ransom is paid, or
stealing corporate data. Additional
attention must also be paid to electric
vehicles. Their pace of development
could bring additional security risks.
Security by design is critical and it is
essential that car manufacturers build
in robust cybersecurity standards
from the outset.

5.The metaverse will open
a new frontier for hackers
and extortionists.

As the Metaverse and other virtual
platforms become more popular,
virtual services and resources are
becoming more important - users
are beginning to value these assets
as much as physical ones.

Children in particular are early
adopters of these platforms and
often use their parents' bank de-
tails to buy virtual currencies, ma-
king them a vulnerable target and
a potential gateway for attacks.

These platforms have very quickly
entered the mainstream, so owner-
ship of these virtual assets must be
subject to strict control and should
be met with the same level of se-
curity and control as other plat-
forms.

6. The business of cyber-
crime: extortionate ran-
somware will increase

Attacks on critical infrastructure
will continue to occur in 2023. The
tactics of these threat actors will li-
kely remain unchanged. The reality
is that cybercriminals operate like
a business. If they continue to be
successful with their attacks, they
will see no need to stop.

While the way cybercriminals gain
access is not changing, the ap-
proach to ransomware is. Double
and even triple ransomware at-
tacks against critical infrastructure
will spread rapidly as they offer at-
tackers the prospect of larger ran-
som sums and multiple payment
options. The revenue thus genera-
ted is then reinvested in their own
infrastructure
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Trends for the IT services industry in 2023

Trends 2023

What are the predictions and trends for the
IT services industry in 2023?

Expert opinion by Colin Blumenthal, vice president of IT services at Sharp Europe.

Today's organisation increasingly relies on IT services and the
outsourcing of certain responsibilities to support and drive
growth. The last twelve months have not been easy for compa-
nies of all sizes, and in particular for SMEs. External factors have
put their finances under pressure, stretching their resources to
the limit. Issues of efficiency, security and value creation have
become paramount. In the digital age, and in order to make the
most of limited resources and staff, we need to put even more
emphasis on strategy and collaboration. In this context, we will
try to anticipate what 2023 and the months and years to come

data to the cloud and to in-house

hold for the IT services industry in terms of new trends.
Migration to the Cloud: The
1 migration of SME activities,
services and processes to the
public cloud, a trend that we have
seen growing in recent years,
shows no signs of slowing down.
According to a recent study[1], the
use of the public cloud by Euro-
pean SMEs has increased by 5%
between 2020 and 2021. Moreo-
ver, 41% of organisations in the EU
rely on such services in some way,

for example to host their email sy-
stems and store files electronically.
This trend is expected to continue
and grow steadily. Many of our
customers have migrated to the
Microsoft 365 public cloud - by far
the most dominant player in the
SME market today.

Teleworking is on the rise:
The continued migration of

workloads, processes and
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infrastructures has allowed compa-
nies to offer a more hybrid environ-
ment to their employees.

This model will continue to be po-
pular, as it offers more flexibility
and control to employees - not only
in the workplace, but also in the
way. SMEs need first-class IT envi-
ronments to support a new gene-
ration that is more adept with new




technologies, and more demanding
than before. This will be critical to
recruiting and retaining the best
talent. By getting the right infra-
structure in place, organisations
create a real value proposition,
especially for the younger genera-
tion entering the market.

Security at all costs: With
3the amount of information

hosted in the public cloud
reaching unprecedented levels, or-
ganisations need to think about
data protection. This ranges from
the most obvious software (against
viruses, malware and the like) to
the implementation of rigorous
backup policies, as public cloud

providers do not always do this
themselves (this is the responsibi-
lity of companies).

Data security awareness and the
need for ongoing support will the-
refore be a key trend in the coming
year.

As costs come under increased
scrutiny, companies will be looking
to save money in all areas. And se-
curity is one of those areas where
spending cuts could be considered.
However, such a choice would be
ill-advised, regardless of the orga-
nisation. All it takes is one serious
data leak or hack to put a company
out of business and into bank-

ruptcy. Some statistics show that
60% of companies would go out of
business within six months of a se-
rious cyber attack.

As with the benefits of security, IT
service providers need to do a bet-
ter job of highlighting the value of
their products to their customers.
Only by adopting a more sophisti-
cated approach can they fully de-
monstrate their importance. This is
likely to be a major trend in the fu-
ture.

Data automation: In 2023,
4data management, like the
capabilities provided by Mi-
crosoft Power B, is expected to be-
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come even more important. This
business intelligence platform pro-
vides business users with non-
technical profiles with the tools to
aggregate, analyse, visualise and
share data. Until recently, this
technology has been reserved for
medium and large companies, but
we are beginning to see smaller
companies take full advantage of
it. Whether working with IT service
provider partners, or on their own,
smaller organisations are now
producing valuable information.

Process automation will also re-
main a strong trend in 2023. We
are currently seeing a push to-

wards process automation - not
just to streamline laborious tasks,
but to make workflows more effi-
cient. Indeed, given the financial
pressures facing organisations of
all sizes, automation can help re-
duce ongoing costs.

Voice over IP: IP telephony
5 is expected to be a big hit in

2023.This is because the In-
tegrated Services Digital Network
(ISDN) and the Public Switched Te-
lephone Network (PTSN) no lon-
ger meet the needs of users in an
increasingly digital world. As a re-
sult, ISDN will be decommissioned
in 2025, allowing IT service pro-
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viders to offer unified and IP-
based communication solutions to
their customers.

Organisations that put off thinking
about their migration to IP tele-
phony may well find themselves
short of not only the resources but
also the skilled personnel to carry
out the task. We are already well
into discussions with many orga-
nisations seeking to make such a
transition. However, for many ot-
hers, there is still a lot of work to
be done in terms of raising aware-
ness of the benefits and the need
to proceed with such a migration
as quickly as possible.
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Tech-Trends 2023

7 Trends for the New Year

Security: Cloud Native Application Protection Platform
(CNAPP) and quantum cryptography on the rise - Net-
work: Full-Stack Observability (FSO) and Internet of
Things (IoT) boost business efficiency and resilience - Su-
stainability & Artificial Intelligence with tangible impact

In 2023, the economic climate will
continue to be characterised by
the need to reduce costs and in-
crease efficiency. The future view
of many companies is therefore
directed towards innovative tech-
nologies that can help here. Liz
Centoni, Chief Strategy Officer
and GM of Applications at Cisco,
therefore outlines the seven tech-
nology trends for 2023 from the
areas of security, increasing effi-
ciency in the network, sustainabi-
lity and Al. According to Gartner,
60% of companies worldwide will
define zero trust as the basis of
their security architecture by
2025 - and 80% of companies
worldwide will implement a stra-
tegy that allows web applicati-
ons, cloud services and private
apps to run on a uniform plat-
form. Al and sustainability will
also become increasingly impor-
tant.

IT Security

1) Application and API security

As modern cloud-native environ-
ments become more of a business
driver, protecting them is critical. In
2023, developers will be given more
tools to manage and secure distribu-
ted application architectures.

There will also be a further evolution
towards tools that allow developers,
SREs and security experts to work to-
gether seamlessly. The whole thing
will then bear the sonorous acronym
CNAPP - Cloud Native Application
Protection Platform.

2) Advance of quantum
cryptography

The transmission of key data poses a
fundamental security risk. Quantum
Key Distribution (QKD) technology
will prove particularly effective as it

avoids distributing keys over an inse-
cure channel.

In 2023, a new macro trend is on the
horizon with the introduction of QKD
in data centres, loT, autonomous sy-
stems and 6G.

Efficiency

3) Increase business effi-
ciency with full-stack ob-
servability (FSO).

Too much data with too little context
- this is the challenge many compa-
nies are currently facing with their
monitoring. Many of the collected
data volumes do not bring any real
added value to the company's ma-
nagement.

This is about to change. The full-stack
observability approach optimises
business processes and will become
increasingly prevalent in 2023.
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4) Internet of Things (loT)
makes supply chains more
resilient

Businesses and logistics service pro-
viders will increasingly use the Inter-
net of Things to bring complete
visibility to their supply chains in
2023. 10T and other technologies will
not only play a greater role in impro-
ving the resilience, efficiency and su-
stainability of supply chains, but also
improve cybersecurity and IT/OT net-
work management. Enterprises and
logistics providers will reconfigure
their supply chains based on predic-
tive and prescriptive models, inclu-
ding smart contracts and distributed
ledgers.

5) Optimisation of multi-
cloud resources.

2023 is the year when companies will
face cloud management challenges.
They will be optimising their cloud re-
sources in large numbers - including
to address or prevent major perfor-
mance issues with their multi-cloud
infrastructure. Machine learning and
deep analytics will be increasingly
used. We will also see innovations
that create a more inclusive and su-
stainable future for all.

Sustainability & Al

6) Sustainable data centres

Net Zero remains the 2023 action
target to move data centres towards
a more sustainable future. Major ad-
vances in Power over Ethernet (PoE)
are contributing to this. Networks
and APIs are evolving in the manage-
ment of data centre platforms to mo-

Trends: Security, Netzwerk, Nachhaltigkeit

nitor, track and change energy con-
sumption. IT vendors and equipment
partners will be transparent in reu-
sing hardware (circular economy).

7) Responsible Al

In 2023, individuals and organisati-
ons will continue to use artificial in-
telligence to achieve unethical and
socially destructive goals. Industry,
governments, academia and NGOs
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will therefore work together to deve-
lop a framework for the ethical and
responsible use of Al to limit the po-
tential harm. This framework will be
based on principles such as trans-
parency, faimess, accountability, pri-
vacy, security and reliability, and will
set the first landmarks on the road to
"Responsible Al".

Author: Liz Centoni, CSO / GM
of Applications bei Cisco




Trends 2023

How digitalization and sustainability will shape the construction industry of the future.

Seven Trends

that will transform the construction industry.

More sustainable and digital: The construction and real estate industry is
on the verge of substantial changes. But what will the future of construc-
tion and building operations look like? Siemens Smart Infrastructure has
identified seven trends that show where the journey is headed.
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Wie Digitalisierung und Nachhaltigkeit die Bauwirtschaft der Zukunft prégen

Digital building design with
BIM fit for the future

Digital design using Building In-
formation Modeling (BIM) gives
building owners much more con-
trol over their project.

Many modern buildings are already
being built twice — first on the com-
puter, and then in the physical world.
The magic word that has pushed
open the door to the future of buil-
ding design is Building Information
Modeling (BIM), a type of computer-
aided design (CAD) for buildings.
Digital design using BIM gives buil-
ding owners much more control over
their project. Thanks to BIM, they can
do a virtual walk-through of their
building during the design stage. This
is made possible by a detailed virtual
model of the building, a digital twin,
based on the BIM data.

The virtual model allows building
owners to assess implementation va-
riants in 3D and provide feedback.
They can also take financial factors
into account because the costs of
each design measure are stored in
the digital twin. As a result, it is easy
to see how a particular change will
affect the price.

Based on feedback from the owner
and other stakeholders, the desi-
gners make adjustments to the pro-
ject, which can then be reviewed
again. These iteration cycles are
short and cost-efficient because al-
gorithms take a lot of the work out
of the hands of the designers. If, for
example, the room size is reduced
when designing a hospital, an algo-
rithm automatically adjusts the walls

in the virtual model based on prede-
fined criteria. The same applies to
other details, such as the number
and position of fire detectors. This
makes planning more reliable and
efficient. The digital twin allows for
transparent design across disciplines.
This helps avoid errors, optimally
coordinate disciplines, and provide
up-to-date cost information at all
times. This trend will become more
pronounced, making building design
not only more transparent, but also
more efficient and cost-effective.

Collaboration in
the digital twin

Establishing transparency: In a
digital building twin, data from
all stakeholders involved in con-
struction are shared.

For digital design to deliver on its be-
nefits, the stakeholders involved in
construction must share their data.
Only then can transparency be esta-
blished across the entire design and
construction process.

In modern software development
these processes are modeled on
platforms such as Github or Gitlab
which allow multiple programmers
to collaborate on a project. The soft-
ware manages all inputs, and all
changes are visible to everyone.
However, the construction industry is
not there yet. Many stakeholders still
work with disconnected two-dimen-
sional plans or move the BIM data
to other systems, leading to major
adjustment losses. The desired trans-
parency over the entire design pro-
cess is currently still a pipe dream.
In addition, it remains to be seen
how this new approach can be used
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to offset expenses if stakeholders de-
sign their disciplines in collaboration
with others. New approaches are
needed. For example, the building
owner who benefits from the digital
twin during operational optimization
could compensate the designers
who created it for this added value.

Digital project
management as a basis

When the digital building twin is
in place, the next question is in
which steps the physical building
will be constructed. Today, the
project planners determine the
sequence. It is based on experi-
ence, is usually imprecise, and is
difficult to adjust if delays occur
in a substep.

Digitalization promises dramatic im-
provements for project manage-
ment. For example, the U.S. company
Alice Technologies is working on
completely automating this process.
The computer learns the ideal se-
quence of project steps and uses
BIM data to create project plans on
its own. They can be updated instan-
taneously if delays occur so-
mewhere. This ensures that the best
possible sequence is selected. Accor-
ding to the company, this solution
can already save an average of 11
percent of costs and 17 percent of
time during construction.

In the future, computer-aided project
management is likely to become
even more refined. This, in turn,
could change the way contracts are
awarded for construction projects: In
this way, even small project steps,
like installing room devices such as
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thermostats, could be put out to ten-
der via an app as work packages at
a predefined price — similar to the
way Uber offers trips to its drivers.
This would also give small local in-
stallers an opportunity to participate
in construction projects. In addition,
quality assurance could be performed
through reviews and feedback in
such an app.

Building while
conserving resources

The construction of buildings is
resource-intensive and anything
but climate-friendly: Each year,
approximately 4.4 billion tons of
cement are produced, releasing
roughly as much CO2 as 700 coal-
fired power stations.

In order to reduce the environmental
footprint of buildings and infrastruc-
tures, it is crucial to use building ma-
terials  sustainably. First, more
building materials need to be recy-
cled. To some extent, this is already
being done today. For example, an
existing concrete shell is no longer
demolished and rebuilt, but incorpo-
rated into the design of the new buil-
ding or reused as fill material.
Secondly, more climate-friendly alter-
native building materials such as
wood should be used more widely.
New technologies can also make con-
struction more resource-efficient. For
example, 3D printing promises not
only more efficient processes, but also
a massive reduction in the environ-
mental footprint, because additive
manufacturing can be used to print
new shapes that use less construction
material without compromising sta-
bility.

Robots on the
construction site

Another trend that can already be
seen today is the use of robots:
Drilling robots from Schindler or
Hilti, for example, are already in
use, independently drilling holes
in concrete according to data spe-
cifications.

In addition, robots are already being
used to manufacture complex struc-
tures from alternative building mate-
rials. Increased cost pressure will lead
to more industrial construction. Using
new digital manufacturing methods,
components will be produced indivi-
dually and on demand. Since more
elements will be integrated into pre-
fabricated products — electrical com-
ponents, for example — the construc-
tion site of the future will increasingly
focus on assembling prefabricated
elements.

Data-based building
operation

Heating, cooling, and domestic
hot water require the most
energy during the building’s ope-
rational phase. A smart building
of the future will have sensors
and intelligent controls to make
the operation of building equip-
ment as efficient as possible. It
will also take the behavior and
needs of the building occupants
into account:

There is, for instance, no need for
heating in unoccupied spaces. The
smart building incorporates weather
forecasts and the availability of rene-

wable energy — for example from the
PV system on the roof — into its be-
havior.

The data collected in the smart buil-
ding can be analyzed by algorithms
to optimize building management:
When deviations occur, facility ma-
nagement is informed so that they
can decide what to do. The data will
be available in a standardized form,
and there will be applications that
process the data and offer added
value, such as energy savings. These
applications can be available in a vir-
tual marketplace, and customers will
be able to select those that best serve
their purposes.

Electric vehicles
as power storage

Charge and discharge: In the fu-
ture, electric cars can serve as
energy storage units, optimizing
the use of renewable energy.

In smart buildings, energy storage will
have a larger role than it does today.
Electric vehicles will play an impor-
tant part: During the day, when they
are parked at work, they receive for
instance solar power and are char-
ged. The stored power can then be
used at home in the evening. Smart
systems ensure that the battery still
has enough of a charge to drive back
to work the next day. If the calendar
shows a meeting further away, the
discharge of power from the vehicle's
batteries will be stopped earlier so
that the destination can be reached
easily.

Connecting consumer and power ge-
neration data makes it possible to op-
timize the use of renewable energy
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How digitalization and sustainability will shape the construction industry of the future
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and will play an important role in en-
suring a sustainable energy supply.
This type of energy optimization will
result in new business models. For
example, excess power could be sold
to a neighbor. However, such soluti-
ons currently face high bureaucratic
and political hurdles.

Looking ahead

Although technologies and materials
for a more sustainable and intelli-
gent construction and real estate in-
dustry already exist, the road into the
future of construction is rife with ob-
stacles.

Today, many companies see no in-
centive to actively drive change. Re-
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gulatory requirements and histori-
cally evolved structures partially im-
pede progress. And as long as the
cost pressure is not high enough, the
automation of the construction indu-
stry will not move forward. In the
long run, however, this will not be a
viable approach. Progress and digi-
talization will prevail, as examples
from the printing, photography and
music industry have clearly shown.

The good news: There are many
ways to modernize the construction
industry. Software developers, start-
ups and advanced technologies can
and will revolutionize many things —
this is just the beginning.
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2023 with new cyber
threats and challenges

Seven security experts have explained for us what companies will have
to prepare for in terms of IT security in the coming year.

For example, the use of Wiperware malware could increasingly take place across
countries next year, while hybrid human-machine attacks will automatically
identify vulnerabilities that are then evaluated by a human expert. Ransom-
ware-as-a-service on the darknet will also increase, for example to specifically
sabotage competitors or politically exploit cyberattacks. Next year, mobile edge
computing via 5G will also go live for the first time, which will require the use
of modern security concepts such as ZTNA (zero-trust network access concept).

Fleming Shi, CTO,

Barracuda Networks
"Wiperware will increa-
singly take place across
countries and ransomware
gangs will become smaller
and more skilled."

"Russia's attack on Ukraine has once
again made it clear to us that modern
digital warfare is also taking place on

our own doorstep, so to speak. The
increased use of so-called Wiperware
was particularly striking. A wiper is
destructive malware that targets files,
backups or the boot sectors of the
operating system. We saw attacks
against Ukrainian organisations and
critical infrastructure.

The frequency has increased drama-
tically, as shown by WhisperGate,
Caddy Wiper or HermeticWiper, which
have made headlines since the out-
break of the war. In contrast to the
monetary motives and decryption po-
tential of ransomware, Wiperware is
usually used by nation-state attackers
with the aim of damaging and de-
stroying an adversary's systems to
such an extent that recovery is impos-
sible. Moreover, Wiperware origina-
ting in Russia is likely to spread to
other countries in the future, as geo-
political tensions are by no means
abating, as is hacktivism by non-state
attackers looking for further measu-
res to exploit their victims. To ensure

business continuity despite an attack,
companies need to focus on whole-
system recovery so that not only the
data, but the entire IT infrastructure
is functional again. For example,
quickly restoring the virtual version of
an attacked physical system can
greatly improve a company's resili-
ence against Wiperware or other de-
structive malware attacks.

In 2022, the major ransomware
gangs - LockBit, Conti and Lapus$ -
were behind attention-seeking at-
tacks that regularly put them in the
headlines. In 2023, with the booming
Ransomware-as-a-Service business
model and the recent build leak of
LockBit 3.0, a new generation of
smaller and smarter gangs will steal
their thunder. And businesses will
face ransomware attacks with new
tactics more often. Those who are not
prepared for this will find themselves
in the headlines and risk damaging
business and reputation.”
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Jorg von der Heydt, Regional
Director DACH, Bitdefender.

"Hybrid man-machine at-
tacks are targeting busi-
nesses of all sizes."

"The race between hackers and IT se-
curity teams continues in 2023. New
tools and faster hardware with often
growing government-backed budgets
put attackers in an ever-stronger po-
sition. A continuously increasing
number of vulnerabilities and the lack
of resources or insufficient tools to
patch them in a timely manner sup-
port this trend.

A particular danger is the timely avai-
lability of quantum computing, which
will disruptively change encryption
and password security. A rethink is al-
ready necessary.

Hybrid man-machine attacks are
equally important: Automated tools
identify vulnerabilities in the infra-
structure to be attacked - experts
then evaluate these in terms of attack
potential. Cyber defence should also
proceed in this way. However, they

often lack budget, time, skills, and
competent personnel.

If companies - regardless of size and
sector - do not want to fall victim to
such an intelligent attack, they must
also rely on hybrid defence. "Fight
Fire with Fire" also applies here:
Companies must either form (or train)
teams themselves - or supplement
them with external Managed Detec-
tion and Response (MDR). It is impor-
tant to understand the potential
damage. Many recent conversations
show that this awareness is often lak-
king, and IT security is too often still
seen merely as a cost factor with in-
visible benefits."

Lothar Hansler, COO,
Radar Cyber Security

"Threat situation remains
tense in 2023, KRITIS ope-
rators still challenged."

"As long as Russia is at war, the
threat situation must be taken par-
ticularly seriously. KRITIS operators,
for example in the energy and finan-
cial sectors, are particularly challen-
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ged here. In the public administration,
DDoS attacks are likely to increase in
the future (such as the recent attack
against the website access of the EU
Parliament).

One of the greatest threats to com-
panies and public authorities conti-
nues to be the constantly changing
threat situation around ransomware
and emails containing dangerous
malware, or even the combination of
both forms. Newer types of ransom-
ware do not necessarily focus on data
encryption at all, but on exfiltration.
The attackers then exert pressure by
threatening to release the data. They
use increasingly sophisticated me-
thods to get email attachments ope-
ned or specific websites visited. In
the worst case, they manage to in-
tercept credentials and login infor-
mation, which are used for further
compromise.

Email security therefore remains one
of the central topics for companies
and authorities. To cover the essen-
tial "open flanks", a three-part pak-
kage of measures is needed:

technology (reputation check of
websites, sandboxing, malware pro-
tection, continuous monitoring, ana-
lysis of events), personnel (sensitisa-
tion measures, training) and proces-
ses (regular prompt remediation of
vulnerabilities, emergency plans and
exercises). Therefore, we need to con-
sistently make systems more cyber-re-
silient. Zero-trust networks must be
considered as well as securing remote
access. The use of endpoint detection
and response (EDR) is urgently re-
commended - and OT security must
not be forgotten either. The holistic
and consolidated security view is be-
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coming increasingly important in the
context of risk management."

Robert Rudolph, Product Marke-
ting Consultant, ForeNova

"Heterogeneous attacks
dictate behaviour-based
and proactive defences.”

"The year 2023 will continue to trans-
form the world of cyber threats. Trends
that have been visible recently will
continue to intensify. Small and me-
dium-sized enterprises, such as the
manufacturing sector, will be in the
spotlight. On the one hand, because
of their valuable sensitive know-how
and potentially sufficient capital to
service high ransom demands, on the
other hand, because of too traditional
IT security consisting of firewalls and
AV.The current crisis situations are re-
flected in targeted attacks on allies in
conflicts and their critical infrastruc-
ture. At the same time, cyber criminals
are becoming more professional. Ran-
somware-as-a-service on the darknet
is leading to more covetousness
among those who want to sabotage
the competition or exploit cyberattacks
politically.

Attackers are becoming more and
more targeted. They screen victims
extensively in advance and unerringly

exploit gaps they have identified.
They all too often find a way into cor-
porate networks via security gaps and
social engineering. Especially since al-
most all corporate communication,
for example between people, devices,
and switches, now takes place in the
network. An increasing number of
“clients" - such as loT devices in the
healthcare sector - are then a target
for cyberattacks. IT managers must
therefore supplement classic signa-
ture-based defence approaches with
security technologies that effectively
detect anomalous activities in the
network and on endpoints. In addi-
tion to behavioural analysis, the next
trend is proactive protection: functi-
ons such as ransomware honeypots
can specifically trigger and actively
combat attackers' actions before the
cybercriminal carries out his master
plan. Those who want to defend
against this should seek the help of
external cybersecurity experts."

Ari Albertini, Co-CEO, FTAPI
"Linking sustainability
with the opportunities of
digitalisation."

"The digitisation and automation of
processes, as well as the move from
on-premise systems to a secure, Eu-
ropean cloud, will be as much on the
minds of companies, public authori-
ties and organisations in 2023 as the
topic of sustainability.

These three topics are closely interlin-
ked: Ideally, a digital, automated pro-
cess is paperless and - if implemented
correctly - leads to significant time sa-
vings for employees. However, the
issue of sustainability is about more
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than just going paperless. Companies
must learn to make better and more
efficient use of the resources at their
disposal. Automated existing proces-

ses free up valuable time for em-
ployees to use creatively, for exam-
ple, to tackle future-proof strategies
or implement innovative ways of
working.

Companies will also centralise their
competences more, but at the same
time increasingly refrain from opera-
ting data centres in their own com-
panies. Most managers now know
full well that it is more effective to
store data in a secure, European
cloud.

Sustainability is more than a trend -
it has become a fundamental issue
for society. Linking it with the oppor-
tunities of digitalisation will be one
of the key challenges next year."
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Arne Jacobsen, Director of Sales
EMEA, Aqua Security

"Securing software
high on CISOs' priority
listin 2023."

"There are more and more attacks
on the software supply chain, in-
creasing by 300 per cent from
2020 to 2021 alone. In the mean-
time, the intensified threat situa-
tion is also preoccupying politi-
cians: the White House recently
published a corresponding 'exe-
cutive order', and in a current di-
rective of the EU Parliament,
securing the supply chain is even
one of the four central require-
ments.

In my opinion, these efforts are a
big step in the right direction to
make software more secure. Even if
there is still a transitional phase
until the directive is ratified in all EU
countries, as was the case with the
GDPR, one should already prepare
oneself now. Securing software will
therefore be at the top of the
CISOs" priority list in 2023. Specifi-

cally, they will have to invest above
all in solutions for analysing the
composition of software, securing
the tool chain and in "Software Bills
of Materials" (SBOM for short). Du-
ring this, the spread of DevSecOps -
after years of discussion - will also
increase strongly.

As of now, SBOM will be at the cen-
tre of industry-wide efforts - acce-
lerated by the policy directives. This
means that companies that use
software - which is true for almost

Jan Willeke, Area Director Cen-
tral Europe Cradlepoint

“Mobile edge computing
over 5G networks goes
live in 2023 and requires
modern security concepts
like ZTNA."

"5G networks - whether private,
public or hybrid - in combination
with mobile edge computing: this
will be one of the market-defining
topics in 2023. In the past two or
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everyone these days - should now
make sure that their software sup-
pliers implement the guidelines, use
tools to secure their entire develop-
ment process and can guarantee
the origin and security of all soft-
ware components via a complete
SBOM. Software vendors, on the
other hand, must now invest in so-
lutions that secure the entire pro-
cess in order to detect and fix errors
in their solutions as early as possi-
ble."

three years, technology compa-
nies, edge device manufacturers,
application providers, research in-
stitutes as well as end customers
have invested a lot of resources in
the development of application
scenarios and functioning eco sy-
stems. Now we are reaching the
point where these developments
go into productive implementa-
tion and create added value.

Secure access from the network
edge to applications and other re-
sources plays an important role in
productive operation. The Zero
Trust Network Access concept, or
ZTNA for short, provides an intel-
ligent, easy-to-use, and reliable
approach. Companies can use it
to reduce the risk of so-called la-
teral movements of malware in
the network because users are di-
rectly connected to applications
instead of the network.

Zero Trust Network Access is fast
becoming a standard in networ-
king that wireless WANs need to
adhere to as well."
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EAS in the retail sector

Why theft prevention is the best strategy for retailers.
Why electronic article surveillance is becoming increa-
singly important and timely. And how to implement
an EAS system most economically.
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According to the EHI Retail Institute,
the entire German retail sector lost
about 4.1 billion euros due to inven-
tory discrepancies in 2021. The share
of losses due to theft from custo-
mers, employees, suppliers, and ser-
vice staff was around 79 percent,
which corresponds to approximately
3.23 billion euros. This figure alone
is sufficient reason to act, but what
makes the situation even more ur-
gent is the large number of unrepor-
ted cases: less than two percent of
thefts are reported. In purely mathe-
matical terms, it can therefore be as-
sumed that more than 19.8 million
shopliftings with a value of 106
euros each go undetected every year.
Prevention is better than reaction
What can be deduced from these fi-
gures? One possible insight from this
could be that it is above all impor-
tant for retailers to take preventive
measures and rely less on law enfor-
cement and crime detection. But
watch out: One measure that used
to be extremely popular and is still
frequently used today should be re-
considered - locking away or putting
away expensive goods and goods
with a high risk of theft. "When cus-
tomers cannot see and experience
merchandise, impulse buying is pre-
cluded, and many cross-selling op-
portunities are lost.

Calculating this lost revenue is diffi-
cult, but we have been able to de-
termine that in the opposite case -
i.e., when goods are openly dis-
played - sales increase," explains
Hans-Jiirgen Nausch of Checkpoint
Systems, a vertically integrated pro-
vider of RF/RFID solutions for retai-
lers. "Moreover, brick-and-mortar
retail thus forfeits one of its greatest
advantages over online retail - the

haptic experience." In other words,
the ideal theft prevention solution
must not only prevent theft, but also
encourage an open display of mer-
chandise - otherwise retailers are ef-
fectively hurting themselves.

The secure 3

With regard to these item security
requirements, three solutions in par-
ticular have proven their worth: EAS,
camera surveillance and security
staff.

Security staff has some advantages,
including a very high deterrent ef-
fect, but also some weak points. For
one, there is the cost factor. Accor-
ding to the Global Retail Theft Baro-
meter studies, security guards
account for the largest share of
many retailers' loss prevention bud-
gets worldwide. For another, the
quality of surveillance is difficult to
verify, because while in the past
many companies had security guards
on their own payroll, this is beco-
ming increasingly rare. And with con-
tract surveillance, it is difficult to
guarantee the standard of security
guards and measure their effective-
ness.

While CCTV can also be considered
a preventive measure if the cameras
are placed very conspicuously and
thus have a deterrent effect, its main
contribution is to visually clarify af-
terwards what happened, how and
when. It also provides retailers with
clues to the identity of those invol-
ved. So, it is primarily more of an
after-the-fact law enforcement mea-
sure.

The third solution is EAS - Electronic
Article Surveillance. The basic princi-
ple of EAS has not changed too
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much since the 1960s. It is based on
the premise that goods are tagged
with an electronic label that commu-
nicates with an antenna in the shop,
usually  located  near  the
entrance/exit of a shop. When the
tag comes within range of the an-
tenna, an alarm sounds, alerting
staff and management that an item
is leaving the shop illegally. Retailers
basically have a choice with EAS bet-
ween discreet hidden tagging, where
the RF label is inside the packaging,
and overt tagging, where a clearly vi-
sible label, sometimes even with the
RF circuit itself, and a security mes-
sage are placed on the label. "In
terms of theft prevention, you should
definitely go for the visible label-
ling," explains Hans-Jirgen Nausch
from Checkpoint Systems. "Thus,
EAS labels not only increase the ef-
fort and risk of being caught for
more professional thieves, but also
effectively deter casual thieves. This
has also been proven by research."

EAS - contemporary article
surveillance

EAS has been available in various
technology formats for over 40
years. However, acoustic-magnetic
(AM) and radio frequency (RF) tech-
nology have prevailed. These tech-
nologies differ in one key respect:
the frequency at which they operate,
measured in hertz. While AM was
originally the preferred frequency for
EAS, there has been a recent trend
towards RF - and there are several
reasons for this: "Among other
things, RF systems are more energy-
efficient in operation than AM sy-
stems, which is of course particularly
attractive in times of energy scarcity
and rising energy costs. Their total
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energy consumption is about 70 per
cent lower per shop, and in addition,
consumption can be reduced even
further by coupling them with intelli-
gent power switching software, " ela-
borates Hans-Jirgen Nausch of
Checkpoint Systems. "RF systems are
also ahead of the game when it
comes to complying with some of the
directives that apply in Germany. For
example, when using EAS systems,
retailers are required to carry out a
risk assessment regarding exposure
to electromagnetic fields (EMF expo-
sure). Our RF-based systems of the
EVOLVE and NEO series fulfil all the
requirements applicable in Germany
in this respect. This has also been
confirmed to us by the BGHW, the
professional association for trade and

goods logistics."Even though the ge-
neral mode of operation of the EAS
has not changed since its beginnings,
there have been numerous advances
since the introduction of digital, soft-
ware-controlled solutions - especially
in the RF area. Improvements in CPU
capacity have taken the technical
operating capabilities of RF systems
to a much higher level. For example,
the latest technology uses secure wi-
reless communication instead of
hardwired cabling. Wider coverage
areas allow for wider aisles of up to
2.70 metres between antennas. Soft-
ware filtering reduces false alarms
and allows for better alarm integrity
than ever before, and remote connec-
tivity reduces system downtime in the
event of an emergency.

"But the improvements in modern
EAS systems are not just about per-
formance, they are also about impro-
ving the customer experience. There
is a wide range of design options and
additional features, which means that
no retailer today must choose bet-
ween merchandise security and shop
appearance. The classic "gate look"
is passé," reports Hans-Jirgen
Nausch of Checkpoint Systems. "The
restrictions on the product side that
earlier systems had also no longer
exist. EAS labels are now available for
all product types, including food-safe
and microwaveable labels that can
even be applied to metal containers
such as cans.”

Another plus point that EAS systems,
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and especially RF-based EAS sy-
stems, bring: They support customer
self-checkout, because deactivation
of an RF label can be done both
when the cashier is scanning the
barcode and by the customer himself
at a self-checkout device (SCO). This
capability allows RF-based EAS sy-
stems to be integrated into any self-
service application and can be
further enhanced by the option to
deactivate labelled products only
after payment has been completed.

Two steps to EAS deploy-
ment

Ideally, a retailer looking to deploy
an EAS solution would equip every
single item in its shops with security
labels. However, the reality is often
different: Applying security labels on
a day-to-day basis in shops is no
easy feat, as most retailers are short
on available staff. There are often
simply not enough employees to de-
vote to the comprehensive label fit-
ting and at the same time to the
actual tasks such as sales and cus-
tomer advice within regular working
hours. And the allocation of additio-
nal working hours for the application
of security labels generates signifi-
cant costs. "To make the introduc-
tion of EAS as profitable as possible,
we recommend two points to retai-
lers, which are best combined. First,
item protection should initially focus
only on, say, the 20 most frequently
stolen items. Firstly, this reduces the
implementation effort and secondly,
these goods account for a dispropor-
tionately large share of the total loss.
If you concentrate on them, you can
reduce losses in a shorter time than
if you try to protect entire groups or
ranges of goods across the board. It

is not uncommon that losses on
these high-risk items could be redu-
ced by up to 50 percent in the pro-
cess," explains Hans-Jirgen Nausch
of Checkpoint Systems. "Secondly,
retailers should first test their chosen
EAS programme in a pilot project be-
fore rolling it out on a large scale.
This allows you to predict and prove
the return on investment (ROI), even
if each shop has a slightly different
RO, before a large investment has
been made. It also shows whether
the retailer has really chosen the
right EAS solution for them, and the
team also learns to use the solution
effectively and efficiently before
going 'nationwide' on a permanent
basis." In simple summary, for such
a pilot project, the right shops need
to be chosen - as representative as
possible of the overall risk profile -
the appropriate products need to be
included - preferably the high-risk
items at the beginning, which are
easy to label - and the right time
needs to be set - between three and
six months. And not to forget: The re-
spective branch team must be on
board to make the pilot project suc-
cessful.

Source tagging as a solution

A special solution for EAS in retail is
source tagging, a kind of coopera-
tion between retailers and manufac-
turers.  This involves labelling
products at the source before they
enter the shop. This solution is beco-
ming more and more popular be-
cause it offers several advantages.
The shop staff no longer must label
the products themselves and can
concentrate on the core business. La-
bels can be systematically applied to
each item in the same place - where
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they do not obscure information or
diminish brand impact. And item
protection is more comprehensive:
source tagging means that products
are protected from the source to the
shop, not just at the point of sale.
When source tagging is done with
RFID, it can enable product tracking
throughout the supply chain, redu-
cing the number of lost items, stre-
amlining processes, and enabling
better availability on the shelf at the
end of the chain. It also makes it
more difficult for products to be di-
verted into the so-called grey mar-
ket, which is responsible for large
economic losses, and for counterfeits
to spread.

Summary

EAS solutions, especially RF-based
ones, are an effective measure for
theft prevention and at the same
time an opportunity to present
goods openly and promote sales.
They continue to evolve with tech-
nological advances, allowing retai-
lers to keep pace and integrate
security measures more and more
easily into everyday operations. But
they are not the only viable way. "In
our experience, a complete solution
for theft prevention should always
include all three methods - EAS, ca-
mera surveillance and security staff,"
advises Hans-Jirgen Nausch of
Checkpoint Systems. "When these
three protection methods are used in
parallel, they can offer retailers signi-
ficant benefits in total. But even the
best combination will not deter all
criminals. The goal is to establish a
level of protection that deters most
thieves and lowers theft rates - tai-
lored to the individual risk profile of
the shop or location in question."
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EUROSHOP 2023

Are autonomous stores the future of retail?

Checkout-free stores
Ringing in the changes

The digitalisation of the retail industry, which has been advancing at a rapid
pace in recent years, has also led to equipping physical stores with more
and more technological intelligence. Versatile automated store concepts
have emerged where the shopping process is largely digitalised. That is
why the topic of smart stores is one of the hot topics at EuroShop 2023,
The No.1 Retail Trade Fair, from 26 February to 2 March in Diisseldorf.

It's nearly 40 years ago that inventor
David R Humble came up with the
idea of the self-service checkout ma-
chine after allegedly standing in a
long queue at a grocery store in
South Florida. Since then, the tech-
nology has evolved massively and is
appearing in more and more retail
stores. In fact, the global market grew
by 11 per cent last year, according to
strategic research and consulting firm
RBR’s report, Global EPOS and Self-
Checkout 2022, with 200,000 self-
service units shipped globally in
2021.The technology promises huge
benefits, such as shorter wait times
for customers and improved store ef-
ficiency for retailers but, as with most
things, it's not without its flaws. Now,
with the likes of Amazon rolling out
fully automated stores, where custo-
mers can skip the checkout process
altogether, is retail moving towards a
more frictionless future?

“The old 20th century days of scan-
ning every single item, one at a time,
slowly, over a barcode scanner, is on
the way out,” declared Will Glaser,
CEO of US-based Grabandgo. “The

shopper is in the position to choose
the store that they prefer based on
both price and convenience.”

In 2018 online retail giant Amazon

, ALDI SHOP&GO

Welcome to
Aldi SHOP&GO
 Greenwich
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made headlines when it opened its
first cashierless store in its home-
town of Seattle, featuring the com-
pany's ‘Just Walk Out’ technology.
Today, there are more than 40 Ama-
zon Go and Amazon Fresh locations
across the US and the UK, with more
expected to open around the world.
The so-called Just Walk Out shop-
ping experience uses the same types
of technologies found in self-driving
cars, including computer vision, deep
learning algorithms and sensor fu-
sion, enabling customers to enter the
store, grab what they want and
leave.

While Amazon currently has the lar-
gest number of checkout-free stores
globally (according to RBR), other

Checkout-free stores Ringing in the changes

No scanning. -
No checkouts:
No queues.

AP

supermarket chains, including Tesco,
ALDI and REWE, are experimenting
with technology to remove friction
from the in-store shopping experi-
ence. By the end of 2027, RBR pre-
dicts there could be more than
12,000 stores with checkout-free
technology operating around the
world.

"Physical retail is undergoing unpre-
cedented change, with retailers inve-
sting heavily in technologies to
transform their stores, making cus-
tomer journeys smoother, and hel-
ping to offset rising labour costs and
shortages in several markets,” says
Alex Maple, who led RBR's study,
Mobile Self-Scanning and Check-Out
Free 2022.
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“In general, retailers are always loo-
king to improve the customer expe-
rience as well as to reduce costs,”
continues Maple. “The increasing
deployment of self-checkout termi-
nals, for example, illustrates that re-
tailers are happy to use technology
if it means they can reduce staffing
costs and increase points of sale, of-
fering the customer new, convenient
ways of completing the checkout
process. With checkout-free tech-
nology, successful implementation
would differentiate such stores from
the competition, lower staffing costs
(potentially significantly), reduce
shrinkage (which is a potential issue
with self-checkout/mobile self-scan-
ning) and provide a ‘frictionless ex-
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perience’ to the customer. “Conveni-
ence is one of the main reasons the
technology works well in small-for-
mat stores in busy locations,” claims
Maple. “The pandemic also made
checkout-free technology more ap-
pealing to some as it minimises
human contact and could be conside-
red a more hygienic way to shop.”

A year ago (October 2021), the UK's
largest supermarket chain, Tesco,
opened its first checkout-free store in
central London, following a trial at
the company's headquarters in
Welwyn Garden City. Tesco partnered
with Israeli computer vision start-up
Trigo to install EasyOut technology at
its ‘GetGo’ store in High Holborn so
that customers with the Tesco.com
app can check-in to the store, pick up
the groceries they need, and walk
straight out without visiting a check-
out. The combination of cameras and
weight-sensors establish what custo-
mers have picked up and then charge

them directly through the mobile app
when they leave the store.

More recently, Trigo worked with Ger-
man supermarket chain REWE Group
to open its second hybrid auto-
nomous grocery store, in Berlin. It has
also collaborated with ALDI Nord on
an Al-powered cashierless discount
store in Utrecht, The Netherlands.
“Trigo’s solution has a two-sided
value proposition,” explains Shay Ziv,
VP Marketing at the company. “For
shoppers, we help save time and en-
hance the user experience by remo-
ving checkout lines to create a
seamless shopping experience. For re-
tailers, we are modernising the way
they operate by saving costs on store
operations and driving efficiency. Our
solution also has a direct impact on
their bottom line as it reduces shrin-
kage and helps grow the average
shopper basket size.”

Earlier this year, ALDI also opened a

checkout-free store in the UK, using
an Al-powered solution from tech-
nology provider AiFi. Like the other
stores, ALDI Shop&Go allows custo-
mers to complete their shop without
scanning a single product or having
to go through a checkout. The store
even uses facial age estimation tech-
nology from Yoti to authorise the pur-
chase of alcohol (store colleagues are
on hand to verify age for customers
who opt to not use the system).

Meanwhile, in the US, bookseller and
stationery retailer WH Smith has ope-
ned its first checkout-free store at La-
Guardia Airport, New York, using
Amazon’s Just Walk Out technology.
According to Rebecca Hobbs of
trends intelligence agency, Stylus,
there are several driving forces spe-
arheading the growth in autonomous
stores, other than the sheer speed
and convenience usually seen as the
key benefits. “The most consumer-fa-
cing one is that brands are able to
unify online and offline consumer
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data more easily,” she says. “They
can establish a system whereby con-
sumers have to ‘sign in’ to a custo-
mer account to enter a shop, thus
giving every in-store customer the
same profile as online customers
have, allowing brands in-store data
and data on a customer from across
both online and in store. This helps
them to establish spending patterns
and make stock and merchandising
decisions.

“These stores can even tell what a
consumer picks up and then dis-
cards,” adds Hobbs. "If many custo-
mers pick up an item, discard it, then
choose to buy that product online,
that would validate the choice to
have it in-store as a route to dis-
covery. This level of connectivity will
power the rise of omnichannel retail
—a word that's been thrown about
for years but will come into its own
with this kind of technology.”
Inevitably, with this new technology
comes much uncertainty, particularly

around data privacy and the loss of
human interaction. “[Checkout-free]
technology is perfect for a very spe-
cific type of shopping mission, where
the consumer knows what they want
and doesn’t want anything to stand
in their way],” claims lan Johnston,
founder of retail design agency Qui-
nine. “[However], | worry that this
technology leaves part of our society
behind. I do wonder if this kind of
shopping experience alienates those
who can only pay in cash.”In addi-
tion to economic exclusion, Johnston
believes that these formats also
need to address the needs of a broa-
der range of consumers and shop-
ping missions, including addressing
consumers' accessibility and inclusi-
vity needs. "At present, these for-
mats appear to be tied to retailers’
belief that consumers want friction-
less experiences,” he says. “I worry
that retail brands and businesses fo-
cusing solely on delivering this type
of frictionless shopper mission for
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customers forget to consider that
many shoppers want or need sticky
experiences that involve high levels
of human and social interactions
that add value and build extreme le-
vels of trust and loyalty.”Moreover,
there will be people (either based on
demographic or attitudinal outlook)
that simply don't want to have to
'sign in’ digitally to every store they
enter, argues Hobbs. "I don't foresee
a near future (within five years)
where every store will be auto-
mated,” concludes Hobbs, “but as
this tech gets cheaper, as consumers
become more attuned to it and as
the use of cash continues to decline,
it will certainly accelerate.”

The state of the art and innovations
around Smart Stores and Autonomous
Stores can be found at EuroShop in the
Retail Technology dimension in Halls 4, 5,
6 and 7a. EuroShop 2023 is open to trade
visitors from Sunday 26 February to Thurs-
day 2 March 2023, daily from 10.00 to
18.00. [www.euroshop-tradefair.com]
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10 contributions for a
safer Internet of Things

How manufacturers and users can limit the risks of connectivity

Technical article by Jorg von der Heydt, Regional Director DACH at Bitdefender

The connectivity of local IT to the internet is becoming denser. Smart hardware
and sensors are increasingly becoming part of corporate networks, making
the attack surface more confusing and thus more prone to error. Manufacturers
and users are first in line to ensure security. IT administrators must not lose
control of the new connections to the Internet of Things or must first gain it.

In addition to video cameras or
other connectivity hardware, remote
office also opens new risks. Em-
ployees who work from home may
open new vulnerabilities by unkno-
wingly and thus uncontrollably con-
necting their Internet-of-Things (loT)
hardware to a corporate network
via their PC system. Internet-con-
nected devices in a wide variety of
sectors - such as industry or health-
care - are creating more touch
points to the Internet and thus new
potential backdoors into the net-
work. Even if loT and IT do not yet
merge completely, the risk for users
is increasing.

Even if the trend slows down so-
mewhat - the signs continue to
point to expansion: according to the
experts from |OT Analytics Index, the
number of loT devices grew by eight

percent to 12.2 billion worldwide in
2021. According to Verizon's 2022
Mobile Security Index, 31% of those
surveyed responsible for purcha-
sing, managing, and securing loT
devices admitted that hackers had
compromised their loT. Two-thirds of
these experienced a "major im-
pact": 59% complained of system
failure, 56% of data loss and 29%
had to pay compliance fines. 41%
of respondents admitted to sacrifi-
cing loT security concerns to get
their jobs done.

Various stakeholders are responsi-
ble for the security of loT devices,
such as trade associations, authori-
ties, and national governments. Ho-
wever, a primary responsibility lies
with manufacturers and users. IT
administrators need to be aware

that "irresponsibility" can become
a security risk for them.

What can manufacturers do?
- Enforce security standards

- Co-develop security: Making
loT functionalities more secure
often requires only a few precau-
tions, as many risks stem from
negligence and lack of trans-
parency in development. When
manufacturers create undocu-
mented users with default pass-
words, these are not known to
the user. Forgotten over time,
they are nevertheless fully
functional and often have exten-
sive rights. Hackers take advan-
tage of this and search for
vulnerabilities with automated
tools. Therefore, manufacturers
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must disclose these accounts so
that users can deactivate them
or provide them with their own
access data. IT administrators
must expect cybercriminals to
escalate the rights of unknown
users.

Raise risk awareness: Manu-
facturers should make changing
the password at set-up manda-
tory by default to educate users
to be better and more aware of
their own passwords. This sim-
ply and very effectively creates
more security. It also protects
loT identities, which can then be
monitored by an identity ma-
nagement solution.

10 contributions for a safer Internet of Things

- Automate updates: Since

users are usually too comfor-
table to perform updates or sim-
ply forget to do so,
manufacturers should take on
this task themselves and offer
automated updates. After all, it
is important to always keep the
software for loT products up to
date. Users expect the plug-
and-play promise to be kept or
simply do not have time for the
loT administration effort. The re-
sponsibility to offer up-to-date
software lies with the manufac-
turer to an even greater extent
in the Internet of Things than in
classic IT.

stems: According to Bitdefen-
der data, proprietary operating
systems cause 96 percent of all
discovered security vulnerabili-
ties. And this even though they
only account for 34 percent of
the devices monitored. There-
fore, standard operating sy-
stems should be a purchasing
criterion when choosing loT
hardware.

- Security through coopera-

tion: Equally important is the
cooperation of manufacturers
with IT security experts, which
often works well. However,
there are still manufacturers of
loT hardware who do not name

- Use standard operating sy- a security contact. This delays
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the joint remediation of vulnera-
bilities to the detriment of users.
IT administrators should follow
the communications of the loT
hardware manufacturer of their
choice to learn about any zero-
day vulnerabilities that may have
been discovered.

What can users do? - Recog-
nise the value of security

- Don't be lulled into a false sense
of security: loT hardware is
quickly installed by individual
employees or even building
technicians who do not always
have the IT security expertise of
an IT department. They often
ignore the resulting risk. This
consists, for example, of using a
hijacked IP video camera for a
distributed denial of service at-
tack. Other attackers try to use
it to get into the company net-
work. The private user may not
notice this danger because it
does not directly affect him and
the behaviour of his computer.
The user should always keep this
in mind and carefully seek the
way into the Internet of Things.
IT administrators should educate
their staff about these risks. A
procurement department that
provides its own loT hardware
helps prevent proliferation and
can gain control.

- Quality has its price: security
is usually not an empty brand
promise, and therefore users
should rather not save at the
wrong end. If you don't want to
spend a lot of money, you are
more likely to buy a risk. Com-

pared to no-brands, which often
leave a lot to be desired in terms
of security and have no or at
least no realistically accessible
support, expensive devices here
offer added value in terms of se-
curity, documentation and sup-
port. Every security team in a
company benefits from this.

Short lifespan = security
with an expiry date: Many de-
vices are only designed for a short
period of use and are not intended
to exceed this. Companies often
use their video camera or door se-
curity system, for example, for as
long as they work. In the mean-
time, manufacturers may have dis-
continued their support and the
systems become obsolete in terms
of security technology. Without up-
dates, this creates security gaps
due to threats that become known
to hackers in the meantime. IT se-
curity officers should remove ob-
solete hardware.

Password discipline: Pre-set
passwords should be changed
immediately. Continuous change
or a suitable password manager
is recommended for further ope-
ration. For most hackers, pre-set
passwords are easy to crack
when they use tools to specifi-
cally search for loT devices.

Finally . Don't forget your
own data protection: All loT
devices share data - that's their
job, that's what they were desi-
gned for. A server for this infor-
mation outside the EU certainly
has different and often weaker

data protection specifications.
Anyone who wants to maintain
control over the increasing
amount of data that will also be
transported via the Internet of
Things in the future should pay
attention to this from the very
beginning.

Last Line of Defence

In the face of such externally impo-
sed problems, IT security managers
must above all gain and maintain
visibility over connectivity to the in-
ternet. The confusing and dynamic
nature of this area of IT, which is
often beyond their control as sha-
dow IT, does not make this task
easy. Above all, it is important to
control access to the corporate net-
work via loT at the latest. An IT se-
curity that holistically monitors IT
can also keep an eye on the loT
endpoints and their impact on the
behaviour of PCs, systems, and ap-
plications.

Author: Jorg von der Heydt, Regio-
nal Director DACH at Bitdefender
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SURVEY BY G DATA AND STATISTA:

Germany: IT security
sentiment has declined

Study "Cybersecurity in Numbers" reveals major
shortage of IT security professionals in Germany

What is the state of IT security in
Germany? The short answer is:
Poor. The Corona pandemic and
the Ukraine war are influencing
the mood. The new magazine
"Cybersicherheit in Zahlen" by G
DATA CyberDefense and Statista
contains a detailed picture of the
situation. The employee survey it
contains shows the biggest pro-
blem areas of digitalisation in
Germany: Shortage of skilled
workers, fear of cyberattacks and
lack of knowledge about what to
do in an IT emergency.

The current study " Cybersecurity in
Numbers" by G DATA CyberDefense
and Statista proves: The Corona pan-
demic and the Ukraine conflict have
also left their mark on IT security. The
G DATA Index Cybersecurity has de-
clined by two percent within one
year.

This means that the perceived IT se-
curity in Germany has decreased. In
particular, the index values for exper-
tise and the feeling of security have
fallen. At the same time, the percep-
tion of risk has declined.

In the professional environment, one
third of the respondents assess the
risk of falling victim to cybercrime as
high or very high. In the private
sphere, the proportion is even higher
- at 38 percent. One possible reason:
many people lack the skills to protect
themselves and their digital devices
accordingly.

"For many years, cyber security was
mainly a topic for the IT department,
which management only wanted to
deal with selectively at best. This was
and is a misjudgement," says An-
dreas Liining, co-founder and board
member of G DATA CyberDefense.
"IT security may start with tech-
nology. But it doesn't end there by a
long shot. Managers must set an ex-
ample of a good error culture and
encourage employees to report er-
rors that could endanger security.”

Great staff shortage in IT security
For the second time, Statista conduc-
ted a representative study on the
state of IT security in Germany on
behalf of G DATA. More than 5,000
employees were surveyed in a pro-
fessional and private context.
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The survey shows how great the lack
of personnel in IT is: Overall, 36 per
cent of respondents complain about
a lack of employees in the IT sector.
The situation is much more dramatic
in small companies. In companies
with fewer than 50 employees, more
than two-thirds of the survey partici-
pants speak of a lack of staff. It is
therefore not surprising that em-
ployees for IT in general are despe-
rately sought - especially for the area
of IT security. More than 44 percent
of respondents from large compa-
nies have the greatest need for ac-
tion here.

The survey shows how great the
staff shortage is in IT: Overall, 36
percent of respondents complain
about a lack of employees in the IT
sector. The situation is much more
dramatic in small companies. In com-
panies with fewer than 50 em-
ployees, more than two-thirds of the
survey participants speak of a lack of
staff. It is therefore not surprising
that employees for IT in general are
desperately sought - especially for
the area of IT security. More than 44
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percent of respondents from large
companies have the greatest need for
action here. "The study by G DATA
and Statista shows that there is no
such thing as one hundred percent IT
security. We should not offer attak-
kers more attack surfaces than neces-
sary," says Robin Rehfeldt, Senior
Analyst at Statista. "In the second
edition of 'Cybersecurity in Numbers',
we focus on companies and organi-
sations, look at systems, structures, or
processes. And ask: How can and
must companies position themselves
in a world that is becoming more
dangerous? How does security work
- for the institution, the management,
the employees?"

Comprehensive reference
work on IT security

These exclusive figures are just a
glimpse into the "Cybersecurity in
Numbers" magazine by G DATA, ‘Brand
Eins' and Statista. In addition to a large-

scale employee survey, the magazine
contains exciting figures on IT security
and serves as a broad reference work
on the topic of cyber security:

- The number of reported phishing
cases has increased by more than
1,560 percent within five years
(source: FBI).

- The annual damage caused by
ransomware has increased by
358.5 percent in Germany from
2019 to 2021.

- One third of German companies
fell victim to a phishing attempt in
2021, according to the "Germany
secure online" initiative.

"Cybersicherheit in Zahlen" is cha-
racterised by a high density of infor-
mation and particular methodo-
logical depth.

The magazine "Cybersicherheit in Zah-
len" is available for download free of
charge here with contact details:
www.gdata.de/cybersicherheit-in-zahlen

G DATA IT Security Trends 2023

Professional cybercriminals fur-

ther increase risk for companies

Social engineering and misuse of standard applica-
tions pose a massive threat to IT security in Germany

To increase their profits, cyber crimi-
nals are using increasingly sophisti-
cated and efficient methods. To do so,
they refine and change their methods
of infiltrating networks on the one
hand and use new tools for their at-
tacks on the other. Therefore, vulne-
rabilities in systems that are used

across the board are a particular risk.
This includes, for example, the Java
vulnerability Log4Shell, which crimi-
nals used to gain access to company
servers and which is still being exploi-
ted. This shows that a single gap is
enough for attackers to compromise
several hundred or even thousands of

companies at the same time. There-
fore, administrators must always keep
servers and end devices up to date
with the latest software.

"A central problem for IT security in
Germany is and remains that compa-
nies do not take warnings about vul-
nerabilities or security risks seriously, "
says Andreas LUning, co-founder and
CEO of G DATA CyberDefense. "They
continue to underestimate the real
risk of a cyber-attack for themselves
and rely on the principle of hope. In
this regard, responsible parties must
act now, because in view of the tense
economic situation, no company can
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afford to lose sales or business inter-
ruptions that have their origin in an
IT security incident."

Rootkit renaissance

Another avenue of attack: rootkits
are once again increasingly used in
attacks in which cybercriminals com-
bine various malicious programmes.
This is because rootkits can be used
to hide malware from security solu-
tions. In this way, criminals' logins to
the computer are disguised, as are
the files and processes associated
with this process. Researchers have
demonstrated in a feasibility study
that attackers copy rootkits from Git-
Hub, a platform for managing open-

Professional cybercriminals further increase risk for companies

source software, and incorporate
these programmes into their attack
chains to infiltrate companies.

"The problem is that rootkits are not
considered malware in the original
sense and are therefore legally made
available on GitHub," comments
Karsten Hahn, Lead Engineer Pre-
vention, Detection and Response at
G DATA CyberDefense. "Especially
for criminals with little IT knowledge,
such offers are interesting, because
programming rootkits is anything
but trivial."

Without skilled workers, IT
security is lacking

One major challenge affects small
and medium-sized enterprises in
particular: The lack of trained IT se-
curity specialists. The lack of know-
how has a lasting effect on the level
of IT security. Medium-sized compa-
nies cannot close this gap on their
own. One way out of this dilemma is
offered by managed security services
and employees trained in cyber dan-
gers. It is important that companies
act now. An attack on IT with poten-
tially uncontrollable consequences
can happen at any time.

Targeting end users: iPhone
as a target

Private smartphones remain an at-
tractive target, not only because
users use them for mobile banking
and payment or as digital keys. In the
future, cyber criminals will increa-
singly target iPhones. The reason:
iPhone users are considered to have
more purchasing power and are the-
refore more lucrative for attackers.
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"The criminals exploit vulnerabilities
in the i0S operating system in par-
ticular, because this gives them root
rights and thus complete control
over the device," warns Stefan Dek-
ker, mobile security expert at G DATA
CyberDefense. "The current year has
shown how serious the situation is,
as Apple has had to provide patches
for critical gaps several times." Users
must therefore install provided pat-
ches and updates for their
smartphone as quickly as possible.

Social engineering: humans
in the crosshairs

As technological protection against
malware has improved significantly,
cybercriminals continue to adapt
their attack methods.

Social engineering attacks can hit
anyone and are aimed at grabbing
personal data or information from
victims. Smartphones play a decisive
role here: attackers are increasingly
contacting their potential victims via
messenger services such as What-
sapp or Telegram.

Current fraud attempts show how
real the danger is. Perpetrators have
shifted the grandchild trick into the
digital space, so to speak as "grand-
child trick 2.0". Perpetrators pretend
to be a family member in need and
try to persuade their victim to trans-
fer a larger sum of money.

Anyone who receives an emergency
call should - as difficult as it may be
- keep a cool head and analyse the
scenario. And check on another
channel (e-mail or telephone call)
whether the emergency described
has occurred.
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More functionality
for BWV solution

Qognify VMS 7.2 supports the investiga-
tion process and adds cloud functions

Qognify, a provider of
video and enterprise inci-
dent management soluti-
ons, has launched the
second version of its video
management  software,
Qognify VMS. The latest
software release - Qognify
VMS 7.2 - features expan-
ded support for body-worn
cameras, additional featu-
res to support investigati-
ons and a new web client
architecture.

Qognify VMS 7.2 addresses the in-
creasing use of body worn video
(BWV) in many areas, from law en-
forcement and security applications
to customer service and quality con-
trol. As BWV has become an impor-
tant component in the security
ecosystem of many Qognify VMS
customers, the need to integrate
BWV footage into a fully featured
VMS environment for investigative

purposes is becoming increasingly
apparent. In this context, it is critical
that the BWV integration frame-
work can maintain the chain of evi-
dence of captured footage for law
enforcement applications. As such,
Qognify has worked closely with
BWV system manufacturers to en-
sure that chain of evidence pro-
tocols is adhered to - especially
when devices are used in multiple
shifts by different users. With Qog-
nify VMS 7.2, these advanced featu-
res are now available to
organisations using Axis BWV. Inte-
gration with other manufacturers
will follow in future versions.

In addition to supporting more
video sources, Qognify VMS 7.2 of-
fers new enterprise-class features to
simplify investigations and improve
data protection. Cameras, site plans
and layouts can now be given logi-
cal labels and thus grouped accor-
dingly. For example, if operators
want to see video feeds from all ca-
meras in a particular stairwell, they
simply select the appropriate entity
label, and all corresponding came-

ras are automatically displayed - re-
gardless of where they may be in
the logical structure of the installa-
tion. This allows operators to get a
full picture of the situation more
quickly and realise efficiency gains.
As the investigation process is often
linked to data protection issues,
with Qognify VMS 7.2 it is now also
possible to restrict access to certain
cameras to specific workstations. In
addition, a new static scramble fea-
ture allows a specific area within
the camera image to be blurred
using an adjustable privacy mask,
opening video masking to a whole
new range of applications.

Qognify VMS 7.2 also continues the
company's strategic initiative to de-
velop enterprise-class cloud capabi-
lities. As part of the release, Qognify
now offers cloud storage offerings
tailored to the specific needs of
video management. Using traditio-
nal cloud storage solutions often
comes at an unpredictable cost, as
the cloud storage provider typically
charges for retrieving video material
from its servers.
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Many IT departments cannot factor
this into their budget structure,
which often discourages them from
using this technology. In contrast,
Qognify only charges for the vo-
lume of cloud storage used on a te-
rabyte basis, regardless of how
often the customer needs to re-
trieve video - resulting in consistent
"pay as you go" costs that are easy
to budget for.

The new software release also of-
fers a first look at Qognify's new
web client architecture, which fea-
tures powerful video rendering.
Yaniv Toplian, VP R&D at Qognify,
explains  Qognify's  approach:
"Many VMS web clients either re-
quire the installation of additional
software components, making
them inflexible and posing cyberse-
curity risks, or they compromise on
display performance and latency. To
overcome this, we have developed
a revolutionary new streaming and
playback technology that enables
the display of video streams with
very low latency in a standard
browser environment without addi-
tional software components. This is

all the more important as the web
client is an integral part of Qogni-
fy's comprehensive cloud strategy,
which aims to provide companies
with the highest level of flexibility
for their deployments."

The new Qognify Web Client crea-
tes a framework that enables com-
panies to  improve their
investigation and response proces-
ses through adaptive workflows
and enhanced communication and
coordination capabilities. Limited
functionality will be available for
Qognify VMS 7.2, which will conti-
nue to expand with each new re-
lease.

Jeremy Howard, Vice President of
Sales, Physical Security - Americas
at Qognify, highlights another im-
portant aspect of the new version
7.2: "Following the launch of Qog-
nify VMS in April this year, we have
experienced massive interest from
customers currently using other
Qognify VMS products to transition
to our new flagship solution as it
uniquely meets the specific requi-
rements and use cases of many in-
dustries. We are excited to be able
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to offer this level of flexibility to our
customers and want to make their
transitions within our solution port-
folio as easy as possible. With the
new release, we have therefore en-
hanced Qognify VMS with some
true enterprise functionality that
customers have come to value in
other VMS solutions from us. In ad-
dition, we are providing powerful
practical tools to support a smooth
transition."

For customers looking to upgrade
from Ocularis to Qognify VMS, a
powerful upgrade tool is therefore
available that automates large
parts of the conversion process and
enables efficient conversion of
even large systems with several
hundred cameras in less than a
day. While the recordings remain
untouched as both systems use the
same recording platform, the up-
grade tool transfers users, groups,
permissions, and views from Ocu-
laris to Qognify VMS.

Qognify VMS 7.2 is available
immediately worldwide.
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Frequentis

Saarland Integrated Control Centre

Commissioning of the emergency call enquiry and radio swit-
ching system by ZRF Saar - Award of contract for the new pro-
curement of the emergency call enquiry and radio switching
system for the control centres of ILS Saarland Strengthens
market position in the BOS sector - Fully redundant commu-

nication system based on Voice over IP (VoIP)

Frequentis Deutschland GmbH
was awarded the contract for
the project by the Zweckver-
band fiir Rettungsdienst und
Feuerwehralarmierung  Saar
(ZRF Saar) during an EU-wide
tender for the delivery and in-
tegration of the communication
systems at the main site in Win-
terberg and at the redundancy
sites in Merzig and Bexbach.

Saarland has almost 1 million inhabi-
tants and an area of around 2,570
km?2. The ILS Saarland is the only con-
trol centre for non-police emergency
response in Saarland. Its main tasks
are answering emergency calls, aler-
ting the emergency services, coordi-
nating rescue operations, and
dispatching ambulance transports.

Against the background of long-term
economic efficiency in use and ope-
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ration and necessary further develop-
ments of the system technology, the
following objectives of the procure-
ment measure resulted:

- Very high availability of the com-
munication technology

- Comprehensive system networ-
king of the new communication
technology for flexible staffing of
available workplaces and use of
resources at the locations

- Expandability of the system with a
view to further future services and
a changed environment

- Economic efficiency by integrating
the new communication tech-
nology into the existing modern IT
infrastructure of the ZRF

- Favourable use of standard appli-

cations and open source, i.e., fun-
damental renunciation of special
developments specific to the con-
trol centre.

To meet these requirements, the AS-
GARD communication system will
now be used. ASGARD integrates all
means of communication of a control
centre into one application and thus
enables a uniform, fast and, above
all, safe operation optimised for the
needs of modern security centres.

The proven Frequentis software solu-
tion - the ASGARD communication
system is already in use in about 50
control centres in Germany - ensures
communication management for
these tasks thanks to its high flexibi-
lity and fail-safety, as well as the di-
verse possibilities for integration into
infrastructures.

Rainer Buchmann, Head of Depart-
ment at ILS Saarland: “We are loo-
king forward to the cooperation with
Frequentis. With Frequentis, we have
found a company that can provide us
with a modern IT and communication
system “from a single source" and
based on modern IP technology.
With this system, the Saarland's non-
police emergency services will be op-
timally prepared for future require-
ments and upcoming major emergen-
cies."

Reinhard Grimm, Managing Director
of Frequentis Germany, emphasises:
"With ASGARD, we can provide BOS
control centres with an optimal pro-
duct for their diverse tasks. We are
proud of this showcase project, ILS
Saarland, and of the confidence that
ZRF Saar has in Frequentis."
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Hendrik Pieper, Managing Director of
SELECTRIC, has been working with
Sepura since the manufacturer ente-
red the German market. He said: "Se-
pura's  products are  known
worldwide as robust and reliable pro-
ducts. We have succeeded in the
world's largest TETRA market by com-
bining Sepura products with excellent
customer service for users in public
safety and commercial organisations
across the country. We look forward
to continuing to support these custo-
mers in the future."

In addition to the Sepura handheld
radios, SELECTRIC's offering also in-
cluded handheld microphones and
charging stations that were custom
designed by WETECH to the custo-
mer's specifications for use in the ve-
hicles. SELECTRIC also took care of
the integration of the TETRA commu-
nication network into the existing
control centre, programmed the Se-
pura TETRA radios, conducted trai-

Sepura
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500,000th TETRA radio put
into service in Germany

Sepura has commissioned its 500,000th TETRA radio in Germany, with
the device to be used in the city of Munich's underground network.
Stadtwerke Miinchen is currently installing a new digital radio system
in the Munich underground network as part of a project to replace the
previous analogue radio technology. As part of the new solution, Se-
pura - through its German exclusive partner SELECTRIC Nachrichten-
Systeme GmbH - is supplying over 1,800 Sepura SC20 TETRA radios
and accessories for the new network as part of a tender.

ning for the radio users and accom-
panied the deployment with compre-
hensive technical support. The full
takeover into active operation is ex-
pected by the end of 2023.

Hooman Safaie, Regional Sales Direc-
tor at Sepura, said, “We are proud to
reach the milestone of half a million
radios installed in Germany. We are
increasingly seeing commercial orga-
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nisations with mission-critical requi-
rements, such as Stadtwerke Min-
chen, choosing Sepura radios and
benefiting from the proven, robust
design and flexible features that can
be tailored to their operational requi-
rements. We look forward to pro-
viding German users with first-class
communication solutions for many
years to come
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JOHNSON CONTROLS

Fire protection and security solutions for buildings

Advanced CKS software solutions for control centres, including the new CEUS
Alarm Display Web, and enhanced features of Tyco Integrated Systems Manager
(TISM), which helps improve safety and efficiency in buildings - these were just
some of the innovative solutions Johnson Controls showed at this year's PMRExpo.

The three days were all about making
processes and workflows more effective
and sustainable for secure digital com-
munication. At Johnson Controls, this
includes networked building security sy-
stems and control centre software.

"We have an extensive portfolio in
store for trade visitors to the fair," an-
nounced Jérg KeBler, General Mana-
ger Germany at Johnson Controls. "In

addition to the intelligent software
solutions CELIOS, CEVAS and CKS
Datawarehouse, we will, for example,
present our new CEUS Alarm Display
Web to the public for the first time in
Cologne.”

Another trade fair highlight from
Johnson Controls was the latest de-
velopments of the TISM platform,

which enables complete and reli-
able integration of the entire buil-
ding security and communication
technology in a central software
platform. This makes buildings and
environments safer once again -
and in an efficient way.

The PMRExpo stand of John-
son Controls in detail:
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1. intelligent software solutions
rescue service, fire brigade + C.o
/ CELIOS mission control system
From the acceptance of a mission to
its management: the mission and ha-
zard management system CELIOS
from CKS Systeme has been suppor-
ting the control centres of rescue ser-
vices, fire brigades and police for
many years. In Cologne, Johnson
Controls will present its software in-
novations, among others, for the
areas of message and status over-
view, processing of measures as well
as web client and interfaces.

| CEVAS Fire Brigade

The CEVAS Fire Brigade System is
especially suited for reporting and
statistics of fire brigade operations. It
supports control centres in optimising
their reporting and ensuring quality -
for example, by automating and
greatly simplifying the creation of sta-
tistics and documentation. It uses
data from the CELIOS control centre
system, creates reports indepen-
dently, including image attachments,
and includes comprehensive master

data management. CEVAS also sup-
ports fire brigade control centres in
mission accounting.

/ Statistics module CKS Datawa-
rehouse

The CKS Datawarehouse database
enhances CELIOS, CEVAS Fire Brigade
and CEUS for even more efficient
operational planning by providing all
relevant data clearly arranged on in-
teractive dashboards, thus helping
emergency services to make good de-
cisions even faster and based on
data.

/ CEUS Alarm Display Web

The new CEUS Alarmdisplay Web
now displays current operations of
the control centre on a modern inter-
face in the browser - independent of
operating systems and without exten-
sive installation. Via the alarm view
of the add-on, the persons in charge
not only see the respective status of
their vehicles, but also the most im-
portant operation parameters. They
are also shown the location of the
operation in a satellite image or as a
classic map. In idle mode, the guard
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display offers additional information
such as a weather map or a live TV
stream.

2. Networked security, building
and communication technology

/ TISM security platform

With the Tyco Integrated System Ma-
nager (TISM), Johnson Controls offers
an independent and user-friendly so-
lution for the integration of security
systems in a central software plat-
form.

By collecting, logging and visualising
the events, data and information of
connected security systems, such as
video, access or intrusion detection
systems, TISM enables its users to
identify and analyse situations better
and faster - and thus become signifi-
cantly more efficient.

Whether control centres or buildings
of a completely different kind: in ad-
dition, action plans as well as routi-
nes running automatically in the
background relieve the users and en-
sure that the security and building
management systems run smoothly.

The CKS Systeme GmbH dispatch system for
fire brigade and rescue service control centres
as well as police and industrial control centres.

The demands placed on dispatchers in control centres are sub-
ject to major change: intensified threats, changing operational
conditions, standardisation work, advancing networking and
digitalisation require a high degree of flexibility, both in terms
of work processes and control centre technologies. Today, a
command and control system must meet a wide variety of de-
mands and adapt quickly and easily to ever-changing custo-
mer requirements. To achieve this, the underlying control
centre software in particular should be scalable.

Whitepaper-Download: https://tinyurl.com/5chcsn2p
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Emergency services receive
new safety-critical applications

Integrated communication solutions can optimise the way emergency forces work
and operate and bring about lasting changes to safety in the field.

At PMRExpo 2022 in Cologne, Germany, Motorola Solutions demonstrated how
its integrated portfolio of solutions can help public safety agencies and orga-
nisations, as well as mission-critical organisations, provide their responders
with the information they need to make better and safer decisions.
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Highlights of the PMRExpo show in-
clude the first mobile safety-critical
software solution based on Apple
CarPlay, which allows responders to
access and process data from their
cars through a single, intuitive inter-
face. The new solution is already
being used by more than 6,000 We-
stern Australia Police officers, who
coordinate around 84,000 calls for
service each month via the new app.
The new software solution is part of
Motorola Solutions' comprehensive
and fully integrated portfolio of
TETRA and advanced broadband so-
|utions, body cameras and video se-
curity solutions, software applica-
tions and cyber security and mana-
ged services.

“With our innovative strength, we help
first responders to simplify and opti-
mise their work in frontline operati-
ons," explains Axel Kukuk, Country
Manager Germany at Motorola Solu-
tions. "Our portfolio integrates termi-
nals, video solutions and infrastructure,
which are often seen separately, into
one overall solution. This helps respon-
ders access data they need to make
more effective decisions."

- Digital Policing: PSCore, the
new smart mobile application

platform for public safety, is the

first of its kind in the world to
work with Apple CarPlay. It inte-
grates seamlessly with many pu-
blic safety systems and simplifies
officer workflows by providing ac-
cess to critical details through a
single, intuitive interface.

- Seamless Broadband MCPTT
and LMR: WAVE PTX is a push-to-
talk service that connects teams
across multiple devices, networks
and technology. With Critical Con-
nect, Motorola Solutions is demon-
strating a cloud-based communi-
cations solution that removes bar-
riers between different communi-
cations networks and supports
seamless voice and data communi-
cations across different security or-
ganisations and across country and
network boundaries. The goal is to
decisively improve communication
between authorities during large-
scale operations or cross-border
disaster situations.

- TETRA and LTE devices: The
MXP 7000 is a portable all-in-one
device for mission-critical commu-
nications. [t combines TETRA and
4G LTE voice and data communi-
cations to improve situational
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awareness, safety and producti-
vity of responders.

The versatile MXM7000 can trans-
form any vehicle into a mobile
broadband hotspot with its LTE
connectivity. It extends connectivity
and coverage by linking a range of
communication devices.

Cyber Security: Motorola Soluti-
ons' Activekye Managed Security
Platform provides continuous vi-
sibility into security-related acti-
vity with automated notifications
and reports. It is based on a flexi-
ble architecture that can evolve
with modern IT systems.

Video security and access
control: At PMRExpo, Motorola
Solutions will present its scalable
video portfolio. This includes the
VB400 bodycam and video ma-
nagement solutions, the M500 in-
car video system and the L5M
(Automatic Number Plate Reco-
gnition) mobile ANPR system that
maximises recognition and data
capture. Also, the Openpath key-
less entry solution, which provides
reliable access control with intel-
ligent video and intercom capabi-
lities, cloud-based software and
an open ecosystem.

www.euro-security.tv: Video statements from the Motorola stand at PMR Expo 2022

MissiopyfTreee
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Ricardo Gonzalez

MSSSI VP EMEA Strategy and Marketing, MOTOROLA SOLUTIONS

Darren Wood

Solution Architect - International Mobile Video, MOTOROLA SOLUTIONS
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Kostyantyn Steblovskyy

End User Video Account Executive, MOTOROLA SOLUTIONS
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Airbus
What is Tactilon Agnet?

Tactilon Agnet brings secure
group ommunication to
smart devices

With Tactilon Agnet, smart device
users become part of the professional

Airbus
Download data sheet for
Tactilon Agnet 900

Tactilon Agnet 900 provides apps
for voice, images, location and
other professional applications
over broadband in centrally con-
trolled user groups.

All this includes quality of service
management and end-to-end en-
cryption according to 3GPP stan-
dards for mission-critical services.

Agnet 900 is designed for profes-
sional use in police, fire, health-
care, defence and for SWAT
teams and is perfect for group
communication with different re-
quirements.

The application runs on traditio-
nal or rugged smartphones and

world - voice, data, video, and locali-
sation services are all available, pro-
viding the reliability and security that
professional users expect. Tactilon
Agnet is an extensible collaboration
solution that takes full advantage of
smartphone capabilities in a
secure and controlled way.
The workers needed for an
operation can be connected
easily and securely, even if
they use different devices
and technologies. Tactilon
Agnet meets the needs of
public safety organisations
as well as commercial users.
Tactilon Agnet runs on tra-
ditional or rugged smart de-
vices and provides a very
simple and intuitive user interface for
workers in the field.

tablets and offers a very simple
and intuitive user interface for
the staff in the field.

-
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securelandcommunications.com

Co-operation
with Samsung

Samsung collaborates
with Airbus on smart-
phone with integrated
Tactilon Agnet solution

Samsung has just launched a new
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XCover6 Pro smartphone that offers
new and improved options to users
of critical communications. The new
Samsung smartphone, combined
with the Airbus Tactilon Agnet MCX
solution, has won the ICCA award
for best MCX solution of the year,
enabling successful mission- and
business-critical  communications
even under demanding conditions.

Airbus has developed and tested the
Tactilon Agnet solution together with

Samsung, and the just launched
XCover6 Pro smartphone delivers
new service delivery solutions and
MCX services for demanding users.
Samsung Knox products comple-
ment Tactilon Agnet deployment
with easy-to-use firmware manage-
ment, a licence server for offline ac-
tivation, bulk enrolment and nume-
rous other features to support users
of critical communications. With
Samsung Knox Security, security and
quality management can be imple-
mented even more efficiently. "This
announcement demonstrates that a
global and leading technology com-

pany can meet mission-critical user
requirements for endpoints. Airbus'
Tactilon Agnet solution for Samsung
Knox-enabled smartphones ensures
quick and easy deployment, use and
security of MCX services," says
Samuel Gustafsson, Head of Euro-
pean Sales at Airbus. Samuel Gu-
stafsson continues: "The Tactilon
Agnet service on the new XCover6
Pro offers users new features wit-
hout compromising efficiency and
security, which are increasingly im-
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portant in critical communications. "
“Security and usability are of para-
mount importance to government
organisations when selecting mobile
technologies," emphasised Neil Bar-
clay, Head of B2G, Samsung Europe.
“Leveraging our enterprise-class se-
curity and staging tools, we have
worked with Airbus to establish a
unique and easy-to-deploy platform
that manages and protects the most
sensitive and confidential informa-
tion on a best-in-class PTT device."

The new Samsung XCover6 Pro (pic-
tured below) offers numerous featu-
res for field use, including protection

in demanding conditions, program-
mable hardware keys, a high-perfor-
mance battery with fast-charging
technology and a mono speaker for
clear voice communication. In addi-
tion, the Samsung XCover6 Pro fea-
tures a chipset to support LTE and
5G and improve the quality of video
streaming and video conferencing
capabilities. The International Criti-
cal Communications Awards 2022
named Airbus Tactilon Agnet 500 as
the best MC-X solution of the year.
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Hexagon supports smart

city transformation in Brazil

The Brazilian city of Manaus is deploying a Hexagon solution in its City Co-
operation Centre (CCC) to support the transformation of the city into a smart
city. The integrated technologies provide a real-time operational overview
of the city and its respective automation initiatives, as well as Al-based ser-
vices that accelerate emergency response and improve public works.

Established in 2021, the Manaus
CCC houses the civil defence, muni-
cipal guard, transport, and urban mo-
bility agencies. The centre aims to
improve the quality of life of 2.2 mil-
lion inhabitants by better predicting
and responding to citizens' needs
through better collaboration between
public organisations

Hexagon's solutions provide the in-
formation and capabilities that en-
able the CCC to automate incident
detection and response - from public
safety emergencies to parking violati-
ons to infrastructure repairs. By inte-
grating data from surveillance
systems, weather stations, public ap-

plications and sensors throughout the
city, Hexagon systems will generate
notifications that are automatically
analysed and assigned to the appro-
priate department for response. The
new coordinated workflows will
allow authorities to identify and ad-
dress problems and emergencies
more quickly.

"This is a significant technological
development because it allows us to
monitor and respond to incidents in
real time," said Sandro Diz, Super-
intendent of the Manaus City Coope-
ration Centre. "The next step is to
integrate other agencies and services

outside the municipality so that the
city will be even more connected.

Manaus CCC is using HXxGN OnCall
Dispatch, Hexagon's industry-leading
computer-aided dispatch solution, to
centralise dispatching and incident
response dates and workflows, inclu-
ding HxGN OnCall Dispatch | Smart
Advisor, a supporting artificial intelli-
gence (Al) solution that evaluates
operational data and alerts staff to
emerging situations. The centre will
also use Hexagon's Physical Security
Information Management (PSIM) ca-
pabilities to integrate and analyse
data from sensors and other systems
to provide real-time monitoring and
unprecedented situational aware-
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ness.Staff will also use Hexagon's M.
App Enterprise to visualise and ana-
lyse data to improve planning and
operations through intuitive map-
based dashboards and applications.
"By integrating, modernising and di-

What is HXGN OnCall Dispatch?

gitising city operations, Hexagon is
helping Manaus bring its smart city
project to life," said Sergio Nunes,
senior vice president for Latin Ame-
rica at Hexagon's Safety, Infrastruc-
ture & Geospatial business. "The use

The dispatch software for emer-
gency and disaster management

The HxGN OnCall Dispatch pro-
duct suite provides police, fire,
EMS and industrial dispatch cen-
tres with high quality dispatch ca-
pabilities to minimise staff
workload and increase dispatch
centre performance - both during
incidents and major events.

HxGN OnCall Dispatch is the next ge-
neration flexible dispatch product
suite. It offers dispatch functions for
control centres of all types and sizes -
including the connection of mobile
task forces. The HxGN OnCall Dispatch
product suite is either installed on-site,
in the cloud or pro ided as SaaS (Soft-
ware as a Service). The product suite is
used to handle incidents at control
centres and emergency call centres, re-
mote duty stations, mobile units and
anywhere first responders and emer-
gency assistance are needed.

HxGN OnCall Dispatch:

- Increase the capacity of dispatch
management

- Improve situational awareness
and coordination

- Optimise communication

- Optimise inter-organisational col-
laboration

- Improve reporting and trans-
parency

- Increase public confidence in the
work of BOS.

The product suite is accessed via
browser and / or mobile app . HXGN
OnCall Dispatch can be adapted to
needs and new technologies faster
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of emerging technologies such as
the Smart Advisor Al assistance so-
lution makes Manaus a pioneer
among South American cities, and
we are proud to support their ef-
forts."

and more cost-effectively than tradi-
tional systems. With its flexible licen-
sing structure and functionality,
Advantage also includes HXGN On-
Call Dispatch | Dashboard for dyna-
mic visual overviews of events, units
and tasks.

HxGN OnCall Dispatch | Viewer is a
way to add basic functionality to ac-
cess information from the dispatch
system while reducing staff workload.
The Viewer is a user-friendly web ap-
plication that allows users outside the
control room to view events, browse
real-time and historical information,
and create incidents - as long as they
are not emergencies.

In emergency call centres and dis-
patch centres, every second often
counts.

The call takers and dispatchers must
be able to record incident-relevant
information in an uncomplicated
manner and initiate measures
quickly.

Advantage provides a clear picture of
the situation and enables faster pro-
cedures without overloading the user
with unnecessary information.
Advantage optimises the coordina-
tion between the control centre and

Emergency call centre and operations control centre

the emergency services and sup-
ports cooperation across organisatio-
nal boundaries.

The solution includes:

- An innovative user experience (UX)

- Faster procedures

- Optimised workflows

- A comprehensive situation picture

- Automatic user support

- NG112 and message-based com-
munication with the control centre

- A map provider of your choice

- Uncomplicated configuration
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Building design

Building design with ad-
vanced IP video systems

Integrating video security into building plans with AXIS Plugin for Autodesk® Revit®

Network-based video security, audio and other networked sensors are an important part of
any new building today. In the past, video security solutions were at best added as an aftert-
hought to finished buildings, but today they are already being planned as an integral part of
the building infrastructure. In this article, we show how Axis supports this via the AXIS Plugin
for Autodesk® Revit®, one of the world's most popular building design software solutions..

Among other building systems and
infrastructures - from power supply to
network cabling, from heating, venti-
lation, and air conditioning (HVAC) to
plumbing: Network-based video se-
curity, network audio and associated
sensors are now key components of
any new building. As these technolo-
gies become more comprehensive
and advanced, and given innovations
in advanced analytics based on deep
learning, network video, audio and
their associated sensors are given
other important roles in addition to
providing security. Combining tech-
nologies can optimise building use,
increase energy efficiency and, of
course, ensure the protection of the
people who use and occupy the buil-
ding.

Integration of network video
into the structure of a building

Given their great importance, archi-
tects must plan network video and
audio into the structure of a new buil-
ding from the outset, alongside the
other important services and compo-
nents. To do this, they need to be able

to add the devices and associated
technology directly into their design
solution. The AXIS Plugin for Auto-
desk Revi gives architects and buil-
ding designers access to the entire
portfolio of Axis technologies. Auto-
des Revit is one of the most popular
BIM (Building Information Modelling)
software solutions.

The software enables architects, de-
signers, structural engineers, mecha-
nical engineers, electrical engineers,
planners, and construction professio-
nals to design buildings and structu-
res and their components in 3D and
create coordinated designs and plans
from concept to completion. In Auto-
desk Revit, every aspect of the buil-
ding can be planned and specified,
from foundations to furnishings.

The AXIS Plugin for Autodesk Revit
supports all current versions of Auto-
desk Revit (including the latest ver-
sion 2023) and brings the Axis
portfolio of network devices into the
designer's building design. The plug-
in not only allows the targeted selec-

tion of a specific Axis product and its
integration into the 3D projects, but
can even display, visualise and custo-
mise the coverage of individual secu-
rity cameras or speakers according to
the client's requirements.

Full interactivity in planning
the security solution

Of course, each Axis camera has its
own specific technical characteristics
and optimal application areas. There-
fore, it is important that building de-
signers consider the technical
parameters of the model-specific de-
vice when planning the video security
or audio solution in a building. With
Axis Camera Viewer, when inserting
a camera into a project, the designer
can view a complete 3D visualisation
of the covered area from the came-
ra's point of view. This is an intuitive
way to check camera positioning and
settings. This visualisation is indispen-
sable if you want to take customer
expectations into account early in the
design process.

When a camera is added to a project,
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the plug-in simulates the hardware
control of the cameras. Once the ca-
mera position is selected and the
mounting configuration is set, the
camera height, pan and tilt angle
and zoom are set to define the field
of view of each unit.

There are several pixel density
(PPM/PPF) settings to illustrate the
field of view for industry standards -
from detection to identification - and
ensure consistency with actual re-
sults. Finally, there is a setting to il-
lustrate the corridor format, a 90°
rotation of the camera lens to verify
that a scene is fully covered.

Once the desired settings are set for
all cameras, solid or transparent ob-
jects in the projected field of view
are detected with the Collision De-
tection function. This rendering pro-
vides a realistic 2D representation of
the camera's field of view and shows
exactly what the camera can detect.

The designer's perspective

Nathan Mudler, production manager
at Guidepost Solutions LLC, uses the
AXIS Plugin for Autodesk Revit every

week. He explains its benefits: "The
plugin adds useful functionality to
Autodesk, both as solution design
support and by providing easy access
to up-to-date content from Axis,
such as product information and
configurations.”

"We use it in design projects for the
commercial, healthcare and educa-
tion sectors, and | find the 3D view
and collision detection incredibly
handy to automate work that | pre-
viously had to do manually.

For example, we recently completed
a project where we developed 3D
views and applied Collision Detec-
tion to a plan with 120 Axis cameras.
Automation saved us a lot of time,
plus we were able to provide a very
detailed design to the installers on
site, which also made for a more ef-
ficient system installation."

The designer's perspective

Nathan Mudler, production manager
at Guidepost Solutions LLC, uses the
AXIS plugin for Autodesk Revit every
week. He explains its benefits:

"The plugin adds useful functionality
to Autodesk, both as solution design
support and by providing easy access
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to up-to-date content from Axis,
such as product information and
configurations.”

"We use it in design projects for the
commercial, healthcare and educa-
tion sectors, and | find the 3D view
and collision detection incredibly
handy to automate work that | pre-
viously had to do manually.

For example, we recently completed
a project where we developed 3D
views and applied Collision Detec-
tion to a plan with 120 Axis cameras.
Automation saved us a lot of time,
plus we were able to provide a very
detailed design to the installers on
site, which also made for a more ef-
ficient system installation."

Network-based video security, net-
work audio and analytics are now as
important to a building's infrastruc-
ture as any other basic service.

The AXIS Plugin for Autodesk Revit
makes their integration intuitive in
the fundamental design tool for ar-
chitects and building designers
worldwide.

[https://youtu.be/5t-s8AiXyfk]




Application story

ASSA ABLOY Opening Solutions

Opening's Studio software streamlines the spe-
cification process for a luxury project in Dubai

Quality and accuracy are critical to delivering luxury projects that deliver on their pro-
mise and are worthy of investment. For Six Senses, The Palm, Dubai - a 5-star hotel
and branded residences - award-winning architects Brewer Smith Brewer Group sought
a partner to streamline Building Information Modelling (BIM) and hardware specifica-
tion. They chose the experts and software from ASSA ABLOY Opening Solutions.

Brewer Smith Brewer Group (BSBG)
is a long-time proponent of the BIM
process. It has found that the process
increases productivity and reduces
delivery times. It has helped them
create a portfolio that has industry-
leading technical efficiencies in both
design and construction.

They use BIM from the concept stage
to coordinate the flow of information
between designers, engineers, and
external contractors. Proper BIM col-
laboration improves workflows and
fosters creativity and a methodical,
technically savvy approach to buil-
ding design. It also ensures open,
transparent communication throug-
hout the project. The extensive expe-
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rience and knowledge of ASSA AB-
LOY's specification teams made them
the ideal partner to work with on
such a prestigious project in Dubai.

Acceleration of
the project delivery

An important tool for optimising the
collaboration between BSBG and
ASSA ABLOY at Six Senses, The Palm,
was the Openings Studio software.
"Openings Studio from ASSA ABLOY
was preferred because of its BIM in-
tegration with Revit model develop-
ment and the ease of communication
between the architects and the hard-
ware specialists,” explains Adam
Drawl, Senior Architect at BSBG.
Detailed specifications for door solu-
tions can be created in Openings Stu-
dio and then exported to the design
software when the project manager
needs them. Integration with Revit
makes it easy to share information
and update hardware sets within the
BIM environment.

As the design progresses, Openings
Studio simplifies updating and pre-
vents unwanted loss of information.
Data on hardware and certification
requirements, including fire and
egress classes, was always available.

The collaboration accelerated the
specification of a wide range of ASSA
ABLOY solutions for around 3,500
openings - from steel and wooden
doors to access control readers, elec-
tromechanical locks, and door closers.

"Our specification teams can offer a
whole range of project support,” says
Bala Vignesh from ASSA ABLOY Ope-
ning Solution EMEIA. "Being based
across Europe and the Middle East,
they have in-depth knowledge of
local standards and certifications - for
green building or fire safety, for ex-
ample." "They also offer a range of
tools that support collaboration and
save time for architects and project
managers. Not only Openings Studio,
but also a BIM library that can be ea-
sily imported to support any design or
construction workflow." "The onbo-
arding and follow-up were excel-
lent," confirms Mr Drawl. "The ASSA
ABLOY team has always been readily
available and proactive in helping de-
velop the hardware and addressing
any issues that have arisen. Their ex-
pertise is key.

[Pdf download
https://tinyurl.com/yc4uaxd7]
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In the Heliosklinik Cuxhaven, the access sy-
stems are maintained by dormakaba - on be-
half of VAMED.

©Adobe Stock dormakaba

VAMED trusts in dormakaba for the maintenance
of its door and gate systems on dormakaba

Access solutions for a
Smooth operational flow

Left Automatic swing doors for fast and
safe transport of hospital beds.

©dormakaba




Application story

The VAMED group, headquartered in
Vienna, is a globally recognised part-
ner for the planning, equipping, con-
struction and operational manage-

ment of health care facili-
ties. For four decades,
VAMED has realised more
than 1,000 healthcare

The door systems are also regularly maintained
at the Helios Clinic in Kiel.
©Adobe Stock dormakaba

projects in 98 countries worldwide. In
Germany, the hospital service pro-
vider has also been implementing ef-
ficient models for the construction
and modernisation as well as the
technical operation of hospitals for
40 years.

VAMED Germany stands for efficient
and modern hospital infrastructure.
The company plans, constructs, mo-
dernises and operates technology
and buildings in such a way that doc-

Nationwide, more than 250 highly qualified
service technicians from dormakaba ensure the
maintenance and repair of door systems in
over 100 hospitals managed by VAMED.

©dormakaba
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tors and nursing staff can care for
their patients optimally and effi-
ciently at the same time. With
VAMED as a partner, hospitals can
fully concentrate on their core tasks
of medicine and care.

Modern hospitals and healthcare fa-
cilities need a strong infrastructure
of technology and buildings. Only if
everything functions smoothly in the
background can doctors and nurses
concentrate fully on their work. To
ensure smooth operations, VAMED
relies on intelligent access solutions
that control the flow of people, pro-
vide barrier-free, hygienic access for
staff and visitors, and ensure safety
and fire protection. For example, au-
tomatic revolving doors are used in
the corridors for fast, trouble-free
transport of hospital beds, and auto-
matic sliding doors allow quick ac-
cess to treatment rooms.

Especially in hospitals, the functiona-
lity, durability and quality of door sy-

g I

Intelligent access solutions for smooth operations

stems are essential over the entire
life cycle. Especially in safety-relevant
areas, such as operating theatres or
intensive care units, trouble-free
operation is indispensable. The doors
must work - and always.

To ensure this, VAMED 2020 looked
for a service partner for the repair
and maintenance of the automatic
doors and separation systems in the
more than 100 clinics managed by
the company in Germany. "Our most
important requirements were com-
petence, quality, reliability and short
response times," explains Sebastian
Keim, head of the operating tech-
nology working groups at VAMED
V/SB-Betriebstechnik Stid-West GmbH.
With the door and safety specialist
dormakaba, which has over 250
highly qualified, factory trained
service technicians, dormakaba is
one of the most extensive service
networks in the industry. The service
hotline staff are available on request

(!
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Revolving doors help reduce energy demand
by reducing draughts from outside. They are
checked regularly.

24 hours a day, 365 days a year and
can often provide "first aid" over the
phone.

Strong contract partner

dormakaba's manufacturer-indepen-
dent service includes sliding doors,
revolving doors, swing door drives,
sliding glass walls, folding leaf and
space-saving doors, door closers,
special door products relating to es-
cape routes and fire protection, tri-
pod barriers and turnstiles, personal
interlocks, sensor interlocks and
gates.

Of course, these also include many
door systems from dormakaba itself.
Now that the framework mainten-
ance contract with dormakaba has
been in place for two years, Seba-
stian Keim confirms the good coope-
ration: "We have had good ex-
periences with dormakaba's service
so far and are very satisfied with the
cooperation.”

© dormakaba




Market Research

State of Physical

S

Survey on the state of
Physical Security 2022

Cybersecurity concerns - Data from physical secu-
rity technology is seen as a "mission critical” tool
for business operations - Industry is embracing
hybrid cloud infrastructures and unified solutions.
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Genetec, technology provider for
unified security management, pu-
blic safety and business intelli-
gence, has released the results of
its "State of Physical Security
2022 Survey". More than 3,700
physical security professionals
worldwide (including end-users
and system integrators/installers
/vendors) share their experiences
on the security strategies used in
their organisations to effectively
meet the challenges of a changing
reality.

The future of

security is hybrid

Some 54% of end-users surveyed
said their company plans to use a
mix of on-premises and cloud-
based solutions for its security
strategy.

The hybrid approach allows com-
panies to further optimise their
existing on-premise investments
while leveraging meaningful cloud
options to reduce costs, increase
security and efficiency, and enable
remote access to systems and sen-
Sors.

Cybersecurity concerns
are on the rise

The convergence of information
technology (IT) and security is lea-

Survey on the state of Physical Security 2022

ding to new approaches to imple-
menting and managing a strong
cybersecurity strategy. 64% of IT
respondents and 54% of security
respondents said cybersecurity
tools are a key concern this year.

Use of physical security for
business operations

In the survey, nearly two-thirds
(63%) of all respondents and
seven out of 10 companies with
more than 10,000 employees con-
firmed that physical security and
related data are considered "mis-
sion critical".

In recent years, physical security
has evolved into a strategic re-
source to address a variety of
challenges beyond simply mitiga-
ting risk. In addition, physical se-
curity now plays a much more
important role in the digital trans-
formation of businesses.

Physical security

is being unified

Most respondents (64%) said they
use both video surveillance and
access control in their physical se-
curity installations.

Some 77% of these confirmed
that their organisation has imple-
mented either integration bet-
ween video surveil- lance and

access control systems from diffe-
rent vendors or a unified video
surveillance and access control so-
lution from one vendor.

"Every company wants to use the
latest technology. However, with
budget constraints, skills shor-
tages and ever-changing priorities,
security managers need to do
more with less," says Pervez Sid-
diqui, Vice-President of Offerings
and Transformation at Genetec.

"A unified security platform offers
organisations the opportunity to
modernise their aging systems
while continuing to leverage their
existing infrastructure without ha-
ving to develop expensive and
complex custom solutions."

Survey methodology

Genetec surveyed physical security
professionals from 25 August to
21 September 2022. After a re-
view of submitted responses, re-
sults from 3,711 respondents
were included in the sample ana-
lysed.

The survey was conducted in the
regions of North America, Central
America, Caribbean, South Ame-
rica, Europe, Middle East, Africa,
East Asia, South Asia, Southeast
Asia, Central Asia, West Asia and
Australia-New Zealand.

The full report can be downloaded at https://www.genetec.com/a/physical-security-report

FeuerTrutz 2023
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IDIS

Video surveillance in
hotels - for security and
guest management

An eBook shows advantages of

video surveillance in the Hos-
pitality Industry

Informative guide shows how com-
prehensive video technology can
overcome a range of challenges in
the hospitality industry and have a
positive impact on the bottom line
The September eBook from IDIS, a
Korean video manufacturer, high-
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lights why it is crucial for hoteliers
and restaurateurs to take advan-
tage of next-generation video tech-
nology to improve operational
flexibility during turbulent times.

The company's latest eBook has
been written to support security
planners and help their systems in-
tegrators understand how to ad-
dress a range of challenges with
the latest video tools - including
strengthening security, increasing
guest safety, and improving opera-
tional efficiency: meeting the needs
of Europe's hospitality industry
with cutting-edge video tech-
nology.

Following the impact of the COVID
19 pandemic, the European hospi-
tality industry is facing continued
pressure from rising energy costs,
inflation, and the cost-of-living cri-
sis. As a result, hotels need to con-
sider how they can improve their
flexibility and resilience and re-
spond to changing customer de-
mands.
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Security remains a top priority for
guests and is often a deciding fac-
tor for VIP and corporate clients
when choosing where to stay.

Security failures can quickly lead
to direct losses, including the cost
of remediation, damage to reputa-
tion and loss of future business.
For example, theft continues to be
a major problem for hoteliers, with
not only guests' property being
stolen, but also that of the hotel.

A survey by Wellness Heaven found
that "thefts in luxury hotels are sky-
rocketing”, with mattress theft up
35% and TV theft up 11% in the last
three years. Well-designed video sy-
stems are one of the most effective
tools to combat security risks, espe-
cially when integrated with other
building management and back-of-

Meeting the needs of the
European hospitality sector
with cutting-edge video tech

house systems. In addition, the latest
generation of video solutions offers
advantages that also give hotels a
competitive edge from a business
perspective. For competitive hotels,
video is no longer just used to re-
duce costs and mitigate risk, but also
to improve service delivery and effi-
ciency in a way that adds value to
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“IDIS' new eBook high-
lights how video tech-
nology can be used to help
the hospitality industry
evolve and modernise,"
says James Min, Managing
Director of IDIS Europe (pic-
tured left).

"Our experience in the sec-
tor has shown that the la-
test generation of video
solutions can not only en-
hance the safety of hotel
staff and guests and im-
prove the protection of pro-
perty and assets, but also
improve the operational
flexibility and resilience of
the business."

the customer experience. Al-
powered video analytics, for exam-
ple, can be used to monitor queues
and occupancies to alert managers
to redirect staff accordingly, as well
as heat mapping historical data to
understand peak times and optimise
operations to ensure consistent ser-
vice.




Application story

Museum and monument from the 13th century

Video technology at Ujazdowski Castle

Protecting visitors and artworks with Hanwha Tech-
win Al cameras in the exhibition space at Ujazdowski
Castle, Centre for Contemporary Art in Warsaw

The Centre for Contemporary cussion about some of the
Art based in Ujazdowski pieces, where different art
Castle is a space that uses art  disciplines blend together in
to help visitors reflect on the creative experiments. To
world. It aims to invite dis- achieve this, the space —

which is located at the heart
of Warsaw, Poland - hosts
events, exhibitions, a cinema,
a bookshop, a library, and an
art residency programme.
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State-of-the-art

The Centre for Contemporary Art,
Ujazdowski Castle, needed a sy-
stem that was flexible to the dif-
ferent needs of the many spaces
in the museum, and that worked
with the castle’s 13th-century aes-
thetic. The team decided to invest
in advanced IP cameras to deliver
state-of-the-art video and audio
analytics to protect people, assets,
and artwork with great accuracy.
The Wisenet P and X series Al ca-
meras were chosen due to their
built-in deep learning analytics,
along with the intuitive and easy-
to-use Wisenet WAVE video ma-
nagement system (VMS) and
WAVE Video Wall (to display criti-
cal areas simultaneously).

Depth and breadth

Wisenet P series cameras are used
to focus on specific areas such as
high-value artwork or entrances
and exits. Fisheye X series cameras
monitor entire rooms to give ope-
rators a comprehensive overview
of everything happening in the
museum. The P series Al cameras
have Al analytics and sound clas-
sification, to detect people stan-
ding or moving too close to
museum exhibits. Deep learning
ensures that false alarms are mi-
nimized, particularly in rooms with
low-level lighting where shadows
can trigger a false alarm.

As the system was installed during
the Covid-19 pandemic, the P se-
ries Al cameras additionally sup-
ported with People Counting, Face
Mask Detection, and Occupancy
Monitoring to ensure public health
measures were adhered to.

Integration with audio

The video surveillance system,
powered by Wisenet WAVE, inte-

grates with a two-way audio com-
munication system so operators
can ask visitors to step back from
the exhibits when a close distance
is detected.

Proximity alerts are important to
the museum’s security team as
some exhibits are placed in the
middle of, or overhanging a space,
or within a room that people are
encouraged to walk through and
experience.

Video analytics also includes line
crossing detection and intrusion,
which automatically trigger alerts
to the control room and also fol-
lows automatic rules (locking
down an area, for example).
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Easy management

"Our operators can manage every-
thing easily through Wisenet
WAVE, including alarms so they
are not distracted by false alarms
being sounded all of the time.
There is also the option to search
using Al attributes and different
parameters and to create rules
that automate processes. All of
this helps to make our security
more intelligent and efficient,” ex-
plains Rafat Filipowicz, Head of IT
and Multimedia Department at
Ujazdowski Castle.

WAVE also comes with an intelli-
gent de-warping function that re-

duces the distortion from the
fisheye lens. Operators can more
clearly and accurately see what's
happening in a room.

Monitoring everything

The WAVE video wall functionality
allows the Ujazdowski Castle
team to create multiple layouts of
the most critical parts of the mu-
seum, such as its most valuable
exhibits. Operators can proactively
monitor what's happening in
these high-value spaces. Video
analytics running in the back-
ground will issue automatic alerts
for any events that need further
investigation — ensuring that
operators don't miss a thing.




Application story

Sailing club in Fin-
land trusts in PULSE

A Finnish sailing club saves its mem-
bers time by securing its premises with
cloud-managed, energy-saving locks
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Many % .
compa- %
nies know the
problem. Securing
scattered locations poses
problems for facility managers.
Replacing cylinders when a key is
lost often involves travel and
high costs. All alternative access
control systems that rely on elec-
tricity can be difficult or impos-
sible to use at remote sites.
Battery-less, wireless electronic
locks managed remotely via
cloud software help overcome
these challenges.

The Nasijdrvi Sailing Club in Finland
has several bases spread across Lake
Nasijarvi, some of which are up to 2
hours sailing distance from each
other. There were many mechanical
"skipper keys" in circulation that al-
lowed club members to unlock and
use these facilities. However, the re-
gisters of key holders and the whe-
reabouts of many traditional
mechanical keys were no longer up
to date. This presented a security
problem that could not be solved by
either mechanical security or tradi-
tional access controls. The sailing
club was looking for a solution to in-
crease its security while saving effort
and costs.

To find a new, more efficient solu-
tion, the sailing club was looking for
a programmable digital key system
that would allow it to regain control
over the security of its facilities. It
needed wireless locking devices suit-
able for the club's remote locations
and powered by the user key.

To manage it all, software was nee-

R

s

ded

to per

form system
management tasks from any loca-
tion: a system that makes it easy to
revoke access rights for missing keys,
and an audit trail feature that allows
security administrators to review ac-
cess logs when a problem occurs.

More control with program-
mable smart keys

Nasijarvi Sailing Club chose the key-
operated PULSE access control solu-
tion from ASSA ABLOY's corporate
brand ABLOY to secure its premises
and manage access for club mem-
bers. Around 55 PULSE cylinders
have been deployed at various loca-
tions across the sailing club. Eligible
members now carry an individual key
with which they can open all appro-
ved PULSE locks around the lake.

Why is PULSE the best solu-
tion for clubs with remote
locations?

PULSE locks are ideal for an environ-
ment like Lake Ndsijarvi where ac-
cess points are scattered. They
generate all the power they need for
the lock electronics from the key-
stroke.

This innovative power generation
technology means that no cables or
batteries are needed, saving the sai-
ling club operating and maintenance
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Cloud-managed, energy-saving locks

costs. The PULSE cylinder range in-
cludes door locks, cam locks, furni-
ture locks and curtain locks that can
be used in the harshest outdoor cli-
mates. Almost any cylinder can be
exchanged for a PULSE device and
connected without cables or drilling.

Another advantage is that a PULSE
system is so easy to manage. The
club manages it itself, which also
saves on additional administration
costs.

Safe facilities can be hours away by
boat: PULSE saves unnecessary trips.
"The PULSE system makes it possible
to update and deactivate keys at any
time via readers and the cloud ser-
vice," says Ari Karjalainen, CEO of
Ajan Lukko Lock and a member of
Nésijarvi Sailing Club.

Incidents can be easily investigated
by looking at the audit trails of keys
or locks: "In cases of vandalism, the
access register can be used to check
who entered the building with which
key and when," Karjalainen adds.




Science News

Vanderbilt University

Artificial intelligence
Eliminates highway
congestion

Vanderbilt University researchers
succeed in experiments with spe-
cially equipped vehicles

Artificial intelligence in networked
cars prevents traffic jams on
highways that seem to occur for no
reason. A team led by Daniel Work
from Vanderbilt University (www.van-
derbilt.edu) has demonstrated this
experimentally. The scientists equip-
ped 100 cars to communicate with
each other via radio and exchange
traffic information without the driver
having to tune in.

Automatic Safety Distance

The cars were also equipped with Ad-
aptive Cruise Control (ACC). This
technology allows the driver to set
the speed of his car, which is precisely
maintained when no obstacle appe-
ars. The car then brakes automatically,
i.e. keeps a safe distance, and acce-
lerates again when the obstacle has
disappeared. For the experiment, the
researchers modified ACC so that it
reacts to the entire flow of traffic, in-
cluding what is happening ahead, on
the basis of artificial intelligence.

Equipped in this way, the vehicles rol-
led along a 24-kilometre stretch of
Interstate 24 (I-24) between 6am and
9.45am, always going back and
forth. The thesis was that phantom
traffic jams do not occur when five
percent of the cars are equipped with
modified ACC and artificial intelli-
gence.

300 sensors for
Traffic Control

The decision-making of the cars took
place on two levels. At the cloud
level, information about the traffic si-
tuation was used to create an overall
speed plan. This plan was given to the
cars, which used artificial intelligence
algorithms, in real time so they could
optimise driving. The researchers de-
termined the impact of the connected
cars on the morning traffic flow on a
6.4-kilometre stretch of I-24 equip-
ped with 300 sensors.Because the
cars could see far ahead, so to speak,
they adjusted their speed to get
through without braking if possible.
In this way, they smoothed the flow
of traffic and prevented speeding as
well as sudden braking, which causes
traffic jams in heavy traffic. Those dri-
ving behind the brakeman have to
brake more sharply than those in
front because of the reaction time.
This continues to the rear, so that at
some point it comes to a standstill.

National Institute of Standards and
Technology

Internet router to
monitor breathing

in future

Distortion of signals is a warning
signal according to the National
Institute of Standards and Tech-
nology

The signals emitted by internet
routers can not only be used to con-
nect tablets and smartphones to the
network. With the help of the wireless
access point, the breathing rate of a
person in the room can also be mea-
sured - namely when the wireless ad-

apter built into mobile end devices
connects to a local area network
(LAN) or another wired data network.
According to experts at the National
Institute of Standards and Technology
(www.nist.gov) (NIST), the router
thus becomes an early warning de-
vice for respiratory disorders that
pose a health risk.

Electromagnetic waves

The electromagnetic waves that
routers emit bounce off some obsta-
cles or penetrate matter, including
human bodies. When they move, such
as when they breathe, they are addi-
tionally altered. These interactions do
not interrupt the internet connection,
but they can signal that someone is
in trouble, at least with the NIST re-
searchers' new system. In 2020, NIST
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scientists wanted to help doctors
fight the COVID-19 pandemic. Pa-
tients were isolated and ventilators
were in short supply. Previous re-
search had explored the use of Wi-Fi
signals to detect people or move-
ment, with only moderate success.

The researchers led by Jason Coder
used channel state information (CSI),
the signal that laptops, smartphones
and other terminals emit. It's always
the same, and the access point recei-
ving the CSI signals knows what it's
supposed to look like. But as the CSI
signals travel through the environ-
ment, they become distorted. The ac-
cess point analyses the extent of the
distortion to adjust and optimise the
connection. The team modified the
firmware on the router to interrogate

these signals up to ten times per se-
cond to get a detailed picture of how
the signal is changing.

Hit rate 99.54 percent

To train the system, the KIST scien-
tists used a mannequin that had
been developed for training purpo-
ses. It simulates all conceivable types
of breathing, from normal breathing
to abnormally slow and abnormally
fast breathing, as well as asthma
and lung disease. In all these cases,
the body moves in a very specific
way. The doll's breathing movements
change the path of the CSI signal.
With Deep Learning, the engineers
finally succeeded in achieving a hit
rate for respiratory diseases of 99.54
percent.

Georgia Institute of Technology

New printer ink is trans-
parent and conductive

Georgia Tech's process can be
used to produce flexible conduc-
tive tracks and also films

Researchers at the Georgia Institute
of Technology (www.gatech.edu)
(Georgia Tech) have developed a
new printer ink that can be used to
make flexible conductive traces and
films that are also transparent. The
scientists started with the popular
polymer PEDOT (poly-3,4-ethylene-
dioxythiophene), which meets the re-
quirements for conductivity and
transparency but is insoluble. This
makes it unsuitable for the produc-
tion of a printer's ink.

Side chains for solubility

James Ponder, himself a chemist, and
a team of chemists and engineers
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then had a bright idea. They atta-
ched others to the PEDOT molecules,
forming so-called side chains. Now
the newly formed molecules were
soluble, but printed conductors or
films were not particularly conduc-
tive with them, because the side
chains are made of a kind of wax
that belongs to the insulators.

"We want the side chains for proces-
sing, but we don't want them in our
final product. So we add side chains
that once we're done printing, we
can sort of wash them off," Ponder
says. So the team members created
the polymer with side chains, print or
spray it on, chemically cleave the
side chains and wash them away
with common industrial solvents. A
final conversion step creates a flexi-
ble, highly conductive, stable film.

Ideally suited for
bioelectronics

There are already companies inter-
ested in licensing the technology be-
cause the films have some important
advantages. One of the most widely
used transparent conductors for flat
panel displays, photovoltaics, smart
windows and other applications is
indium tin oxide. However, the ma-
terial has some drawbacks, says John
Reynolds, Ponder's PhD supervisor.

"It's quite difficult to make curved
and flexible devices with this mate-
rial because it's brittle." The PEDOT
variant, on the other hand, is flexible
and ideally suited for electronic de-
vices that are attached directly to the
skin or even implanted, among other
things, he says. "This is where the
new material will shine, in bioelec-
tronics," Reynolds believes.
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